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TSplus Remote Access v17: Quickstart Guide

Prerequisites:
On the Server:
e OS: Microsoft Windows Versions 7 to 11 or Windows Server 2008R2 to 2022 with at least 2GB of RAM.
o TSplus does not support installation of Remote Access on Windows Home Editions.
o The operating system must be on the C: drive.
¢ Java Runtime Environment. If Javais not already installed, Remote Access will install OpenJDK during setup.
o If using aWindows Server OS, be sure that the TSE/RDS and TSE/RDSLicensing roles are not installed.
¢ Your Remote Access server must have a static private | P address.
o For External access, your server must have a static public IP address or dynamic DNS provider.

On the Client:

OS: Microsoft Windows Versions 7 to 11 are fully supported.

For MacOS you can use any Mac RDP client or the TSplus HTMLS5 client.
For Linux you can use Rdesktop or the TSplus HTML5 client.

Java Runtime Environment.

A PDF reader (example: Foxit Reader or Acrobat DC)

For more detailed prerequisites please see the documentation

Note:

Starting with Remote Access Version 15, the Administration console has changed itslook. A Lite Mode and an Expert
M ode have been introduced. Administrators can toggle between the two interface styles by clicking the button in the
upper-right corner of the Admin Console.

T TSplus - Administration Censole - 15, - X
Expert Mode
2 REMOTE
Peu= Hep  ETENENN -
Configure Domain Name @ Publish & Assign Applications
http:/flocalhost
Customize Web Portal L]
o L - H | O
u
HTTP listening on port 80 Assign users to Assig|_1 users to Adc!yn!_lr
Full Desktop Floating Panel application
HTTPS listening on port 443
@ 2FA - Trial License : 15 days remaining. @ Permanent license activated. Enterprise edition. Unlimited users.
@ TSplus Advanced Security - Protect your server @ End of support date: 2024-12-08

Step 1 : Installation.
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Note:
Thetria version of Remote Accessis the fully-featured Enterprise Edition. It islicensed for up to 5 concurrent users for a

period of 15 days.

Installing TSplus Remote Accessis an easy process. Just download it from our web site, run the Setup-T Splus.exe
program.

Files are decompressed and copied into:

e C:\Program Files\T Splus (32-bit systems)
o C:\Program Files(x86)\T Splus (64-bit systems).

Oncetheinstalation is complete the installer will ask you to reboot.

After the reboot, you will see 2 new icons on your Desktop:

o

The AdminTool is what you need to use Remote Access.

<2,
aliEnT

LIETTErGLHT]

The Portable Client Generator is used to create Remote Access connection clients for your users.

See the documentation for full installation instructions.

Step 2 : Creating users.

After the reboot, the Remote Access Server is amost ready to go. Now well create users. Open the AdminTool to get
started. Then go to the System Tools tab and click on "Users and Groups'. Thiswill take you to the Local Users and
Groups window:
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T2IREMOTE

T1 TSplus - Administratien Console - 15. - 4
REMOTE
PLUS Help English -
R HOME
Services
[ appucaTions
Users and Groups
() PRINTER
Server Properties
© wes
E FARM Windows System Toolkit
& SESSIONS Local Group Policy Editor
t’.'k SYSTEM TOOLS Event Viewer
8 Apvancen
7> ADD-ONS
(@57 LICENSE
Reboot the Server
8 1usrmgr - [Local Users and Groups (Local)\Users] _ O %
File Action View Help
e 2@ 6| B
& Local Users and Groups (Local) || Name Full Name Desc|| Actions
e 5 Admin o .
~| Groups
New User ? * More Actions
User name ‘JUhﬂ |
Full name: ‘ |
Description: ‘ |
Password: |““ |
Confirm password: |""| |

User must change password at next logon
User cannot change password
Password never expires
[] Accourt is disabled

Help Create Close

Each user must have a User Name AND a Password. When creating users, be aware of the box labeled "User must change
password at next logon". If you don't want your users to change their password during the first login, uncheck this box
and check the "Password never expires' or "User cannot change password".
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Step 3 : Select the most suitable client for your needs.

Remote Access is compatible with Windows Remote Desktop Protocol. Any user can connect locally or remotely with a
standard Remote Desktop Connection client (mstsc.exe) or any RDP compatible client. To fully benefit from the
advanced features in Remote Access (RemoteApp, Universal Printer...) you can use a generated client or the Remote
Access Web Portal.

Remote Accessis avery flexible solution and offers multiple ways to open a session:

Classic Remote Desktop Connection (MSTSC.EXE).

Portable T Splus RDP client which will display awindowed environment for your remote connection that you can
minimize in the Windows taskbar.

M S RemoteAPP client which will display application using the native MS RemoteApp.

Windows client over the TSplus Web Portal.

e HTML5 client over the TSplus Web Portal.

These clients give the user the following experience:
With Remote Desktop Connection (mstsc.exe)

e Connection: The connection isavery standard one. The Universal Printer is not supported with this type of
connection.

o Display: Users will seetheir session within a Remote Desktop window. This desktop displays the content of the
user’s desktop folder.
If the administrator has assigned specific applications with the AdminTool, only these applications will be
displayed (no taskbar, no Desktop).

TSplus RDP generated client.

Thisisaunique TSplus solution, it empowers local and remote users to connect using one single dedicated program.

It includes the connection program, the Universal Printing advanced feature, portability with high level of security while
keeping it very simple for the users.

For more information about using the TSplus Client Generator, see this documentation

The T Splus RemoteApp generated Client.

Remote applications will look and behave like alocal application. Instead of a classic Remote Desktop window, you will
be free to switch between your local and remote applications without having to minimize a Remote Desktop window.
For more information about these clients, see this documentation.

Accessing your TSplus Remote Access server from aremote location

To access your Remote Access server from outside of your local network, you will have to create a port forwarding or
port redirection rule of 3389/80/443 ports depending on your preferred connection method. Y ou can change the RDP port
in the Home tab:
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T TSplus - Administration Console - 15.

— x

{n HoME

[ appucaTions
() PRINTER
© wes

B rarm

L SESSIONS
ek SYSTEM TOOLS
8 Apvancen
7> ADD-ONS
(@57 LICENSE

T2 REMOTEACCESS

-

Computer name:
Private IP
Public IP

RDP port

Connections:

[} Session Ma

® ® ® 6

DESKTOP-QVTIFVE
192, =
176. Tl

3389

1

System Audit - No issues foun

TI Tsplus x

Enter a port number
p S

Wersion 15 ® -You are using the latest version

Permanent license activated. Enterprise edition, Unlimited users.

End of support date: 2024-12-08

K Lite Mode
() Help English -

®

http://localhost
B a V]

The built-in HTTP server is listening on port 80

The HTTPS server is listening on port 443

® Read changelog

The 80/443 ports can be changed in the Web Server tab:

T} tsplus - Administration Console

— X

1} HoME

[ appuicamions
(Sh PRINTER
@ wes

B rarm

2, SESSIONS
ek SYSTEM TOOLS
83 Apvanceo
& ADD-ONS

(&3 LICENSE

12 REMOTEACCESS

Web Portal

? ‘Web Portal Design

[7]  web Portal Preferences

E Applications Portal

frans
v'f)':' tsplus Web App

0 wrTes

&

4, Lite Mode
@ Help English -

‘Web Credentials
RemateApp Client
HTMLS Client

HTMLS Top Menu

[_1 Web Server

D Lockout
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T1 tsplus - Administration Console - 4

Lite Mode

PLUS REMOTE Help English -

1t HOME

Default HTTP web server

A built-in HTTP Web Server is provided with tsplus
D APPLICATIONS However, you can use a different one (IIS or Apache for example).

@ Use the built-in HTTP web server
@ PRINTER (O Use a different HTTP web server

‘When using IS or Apache, its HTTP port number must be set to 81,
(Tunneling forwards this 81 port into the public HTTP port 80}

© wes

Change the Web Server raot path

B rarm
You can change the Web Server default root path.
The current Web Server root path is:
& SESSIONS C:\Program Files [x86)\tsplus\Clients\www Select a new Web Server root path

Q SYSTEM TOOLS

@ ADVANCED ‘Web servers options
Change the HTTP/HTTPS port numbers
63, ADD-ONS ‘Will not change IS or Apache port settings
HTTP: |80 =
@ LICENSE HTTPS: (243 =

Save and Restart Web Server

Step 4 : Application Publishing and Application Control.

In the Remote Access AdminTool you can assign application to users or groups.

¢ |If you assign one application to a user, they will only see this application.
¢ You also can assign them the TSplus Taskbar, the Floating Panel or the Application Panel to display multiple

applications.
¢ You can aso publish afull Remote Desktop.

Now availablein Lite M ode from the home tab.

TSplus - Administration Console - 15 - x
P

Expert Mode

PLUS REMOTE Help English -

WEB PORTAL APPLICATIONS

Configure Domain Hame @ s Publish & Assign Applications

hitp:/flocalhost

Customize Web Portal
ustomize Web Porta S p D m E. D

Assign users to Assign users to Add your

HTTP listening on port 80 - 4u
Full Desktop Floating Panel application

HTTPS listening on port 443

SECURITY LICENSE

@ 2FA - Trial License : 15 days remaining. @ Permanent license activated. Enterprise edition. Unlimited users.

@ TSplus Advanced Security - Protect your server @ End of support date: 2024-12-08
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I2[REMOTEACCESS

- X

©L, Expert Mode
TRIREMOTEACCESS Drew  won -

T8 TSplus - Administration Censole - 15.

] TSplus Remote Taskbar User Assignment  — [m] *
- > N N
e -} Add Application /" E Select which users and groups will be able to see and run this 2\/ Assign Application
application:

() All authenticated users felect an Application to Edit or Assign users/fgroups to it

Desktop, Taskbar, Floating Panel and 4®) Specified users and groups

— = Users and Groups
@

Microsoft TSplus Remote  Flo|
Remaote Desktop Taskbar

Published Applications 1

o)

MNotepad

Remoue

| Save ‘ | Cancel

Or go to Expert Mode > Apps tab to add, edit, delete, and assign apps.

— o

TR REMOTEACCESS . %w

Th TSplus - Administration Console

R HomE + Add 5 e - o. - 2 Assign Application
|71 tsplus Remote Taskbar User Assignment ~ — ] *
APPLICATIONS
E Select an A ation to Edit :;L’e‘c‘tc;nt‘r:;h users and groups will be able to see and run this P e | order by: |® Date added -

Desktop, Taskbar, Floating () All authenticated users

(h PRINTER -
E Users and Graups
@ ‘WEB Microsoft tsplus
Remote... Remo... DESKTOP—NQJKW“EdgarI

@ Specified users and groups &)‘ Users

B rarm Published Applications |
. <)
= SESSIONS Naotepad

ek SYSTEM TOOLS

8 Apvance
47p ADD-ONS

Save | Cancel
(@57 LICENSE

In this example, the administrator has decided that the user ‘John" will get the TSplus Taskbar. See this documentation
for more information.

Thank you for using TSplus Remote Access!
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TSplus Remote Access Prerequisites

1) Hardware

TSplus Remote Access Server minimum requirements:

Number of users Windows 2008 to 2022 or 7to 11 Pro

I5 or above
3-5 4GB
One CPU 2 GHZ

I5 or above
10 8 GB
OneCPU 2 GHZ

16 GB
25 One CPU
17 or Xeon

32GB

S0andabove | ) cpy - SSD Disk dedicated to the system

Each server (physical or virtual ones) can potentially handle up to 50 concurrent users. For over 50 concurrent sessions, we
recommend using afarm of servers with the Load Balancing feature available in TSplus Remote Access Enterprise Edition.

Note: The exact specifications of your hardware will depend on what kind of resources (CPU/RAM/Disk) your
applications consume.

2) Operating system

Your hardware must use one of the operating systems below:

e Windows 7 Pro

e Windows 8/8.1 Pro

e Windows 10 Pro

e Windows 11 Pro

Windows Server 2008 SP2/Small Business Server SP2 or 2008 R2 SP1
Windows Server 2012 or 2012 R2

Windows Server 2016

Windows Server 2019

o Windows Server 2022

Both 32 and 64 bits ar chitectures ar e supported.

The required framework is .NET version 4.6.2 for al supported Windows versions.

¢ If you install Remote Access on a Windows Server OS make sure the RDS/Terminal Services and RDS/Terminal
Services Licensing roles are not installed before installing TSplus Remote Access.

© TSplus - www.tsplus.net 12
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If these roles are currently installed, remove them and reboot.
¢ Windows Home Editions are not supported.
e On Windows Server 2016, 15 sessions maximum are allowed for Remote Desktop access.

¢ Windows Server 2016, 2019, 2022 Essentials Edition is not supported nor recommended for using TSplus
Remote Access.

N.B: TSplus Remote Access LTS 11 supports Windows XP and Windows Server 2003.

3) Network parameters

The Remote Access Server must have a static private |P address:

General

You can get IP settings assigned automatically if your network supports
this capability., Otherwise, you need to ask yvour network administrator
for the appropriate IP settings.

(71 Obtain an IP address automatically
i@ Use the following IP address:

IF address: 192 . 168 .
Subnet mask: 255 , 255 .

Default gateway: 192 | 168 .

Obtain DS server address automatically
i@ Use the following DNS server addresses:

Preferred DMS server; 192 ., 168 .

Alternate DMS server:

[] validate settings upon exit

oK ][ Cancel ]

Remote access (from Wide Area Network - WAN)

¢ A broadband internet connection is recommended as well as a static public |P address. If you do not have a static
IP address, consider using a dynamic DNS service like http://DynDNS.org More information about how to set
this up can be found here.

e The TCP RDP port (by default 3389) must be opened both ways on your firewall.

© TSplus - www.tsplus.net 13
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TSplus Remote Access v1/ Installation

Run TSplus Remote Access Setup program and then follow theinstallation steps.
Your local administrator password isrequired after thefirst restart of TSplus Remote Access.

E’l'_, Setup

Verified publisher: JWTS SASU
File origin: Hard drive on this computer

Show more details

T2 REMOTEACCESS

Thank you for downloading TSplus Remote Access

TSplus Remote Access offers a reliable and scalable way to web-enable any of your Windows Applications.
A built-in web server, a secure web portal and a multi-platform HTMLS connection client make Administration
intuitive and User Experience seamless on any device or operating system.

Please make sure all other applications are closed, then click Next to begin installation.

Y ou can then select your language (possible to change it |ater)

© TSplus - www.tsplus.net
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Y ou can then select two custom options by checking the corresponding boxes: Recommended or Advanced

The Advanced option allows you to:

* Not install TSplus Advanced Security.

* Use custom proxy settings.

* Download only the installer, which does not install TSplus.
* Change default ports (not recommended).

Click on Next.

- X
IR REMOTEACCESS
Choose a setup type
Language English ©
Recommended Advanced
Uses the most common settings. Allows to customize all settings.
Recommended for most users. Recommended for advanced users.
Next
Click on "I accept the agreement”.
- X

T2 REMOTEACCESS

License Agreement

TSplus's license agreement ~

Software

You should carefully read the following terms and conditions befare opening the software package, or if downloaded, befare using such
downloaded software. Opening the package or using the software, if downloaded, means you accept these terms and conditions and understand
that they will be legally binding on you and TSplus. If you do not agree with these terms and conditions, or do not want them to be binding on
you, you should promptly return the package unopened for a full refund or delete the downloaded software fram any storage medium that it is
stored on.

Qwnership

You acknowledge and agree that TSplus [‘licensor] is the owner of all rights, title and interest in and to the enclosed disks and/or cdrom and/or
the downloaded TSplus software, if downloaded, and the computer programs contained therein in machine readable object code form as well as
the accompanying user documentation along with all subsequent copies thereof, regardless of the media or form in which they may exist
(collectively the “software’). The software is protected by copyright laws and international treaty provisions, and this license agreement does not
convey to you any interest in or to the software, digital content, or any accompanying printed materials, but only a limited right of use and limited
reproduction which is revocable in accordance with the terms of this license agreement.

License
Grant of license.
Licensor hereby grants and you accept a nonexclusive license to use the software in accordance with the terms of this agreement.

Remote Desktop/Remote Assistance.

The Software contains Remate Desktop and Remote Assistance technologies that enable the Software or applications installed on the TSplus
Computer [hereafter referred to as a Host Device) to be accessed remotely from ather Devices. You may use the Software’s Remate Desktop feature
to access the Host Device from any Device provided you acquire a separate Software license for that Device (for example, you may use any Windows
XP based laptop to remotely access one TSplus Host Device). When you are using Remate Assistance (or other software which provides similar
functionality for a similar purpase) you may share 3 Session with other users without any limit an the number of Device cannections and without
acquiring additional licenses for the Software. For Microsoft and non-Microsoft applications, you should consult the license agreement

© TSplus - www.tsplus.net
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Please wait, downloading and installing the program

TS REMOTEACCESS

ENTERPRISE FEATURES

____________________________________

1
]
Reverse Proxy :
1
1

I
]
)
< : Gateway
I
]

Downloading

Please wait, this may take a few minutes.

Then the TSplus logo appears and a window informs you about the completion of the installation.

TS REMOTEACCESS

Y,

Installation Complete
You have successfully installed TSplus Remote Access!

To complete the installation of TSplus, setup must restart your computer.

' Restart now " Restart later

N\
e

To use TSplus, you must reboot your system. Thetrial period deliversafull product for 15 daysand 5 concurrent users.

The steps below only if you check install TSplus Remote Accessin Advanced mode.

© TSplus - www.tsplus.net
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TS REMOTEACCESS

Configuration

¥ Install TSplus Advanced Security
™ Only download setup (do not install)

™ Use custom proxy settings

Web servers are listening on ports 80 and 443 by default. We recommend you to accept our TSplus default installation

settings. According to our experience, most of the production issues are due to Windows security features.

Y ou can still modify these portsif you wish during installation or at any time on the Built-in Web Server Management of

the AdminTool. Just make sure that the defined ports are available and that Javaisinstalled on the server.

TS REMOTEACCESS

TSplus WEB options

> HTTP web server and Universal printer

> HTTPS web server with Tunneling

> Highly secured SSH communication with Tunneling

> RemoteAPP client to start Virtual Application over Internet
> Gateway and Web Portal

> HTMLS client access from iPhone/lpad/Android tablets

CHANGE PORT NUMBERS DISABLE HTTP BUILT-IN WEB SERVER

HTTP: 30  Use the built-in HTTP web server
HTTPS: 443 ' Disable the HTTP web server

Click on "I accept the agreement”.

© TSplus - www.tsplus.net
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TR REMOTEACCESS

License Agreement

TSplus's license agreement

Software

You should carefully read the following terms and conditions befare opening the software package, or if downloaded, befare using such
downloaded software. Opening the package or using the software, if downloaded, means you accept these terms and conditions and understand
that they will be legally binding on you and TSplus. If you do not agree with these terms and conditions, or do not want them to be binding on
you, you should promptly return the package unopened for a full refund or delete the downloaded software fram any storage medium that it is
stored on.

Qwnership

You acknowledge and agree that TSplus [‘licensor] is the owner of all rights, title and interest in and to the enclosed disks and/or cdrom and/or
the downloaded TSplus software, if downloaded, and the computer programs contained therein in machine readable object code form as well as
the accompanying user documentation along with all subsequent copies thereof, regardless of the media or form in which they may exist
(collectively the “software’). The software is protected by copyright laws and international treaty provisions, and this license agreement does not
convey to you any interest in or to the software, digital content, or any accompanying printed materials, but only a limited right of use and limited
reproduction which is revocable in accordance with the terms of this license agreement.

License
Grant of license.
Licensor hereby grants and you accept a nonexclusive license to use the software in accordance with the terms of this agreement.

Remote Desktop/Remote Assistance.

The Software contains Remate Desktop and Remote Assistance technologies that enable the Software or applications installed on the TSplus
Computer [hereafter referred to as a Host Device) to be accessed remotely from ather Devices. You may use the Software’s Remate Desktop feature
to access the Host Device from any Device provided you acquire a separate Software license for that Device (for example, you may use any Windows
XP based laptop to remotely access one TSplus Host Device). When you are using Remate Assistance (or other software which provides similar
functionality for a similar purpase) you may share 3 Session with other users without any limit an the number of Device cannections and without
acquiring additional licenses for the Software. For Microsoft and non-Microsoft applications, you should consult the license agreement

| agree

The progress bar appears and allows you to follow the progress of the process:

T8 REMOTEACCESS

ENTERPRISE FEATURES

Reverse Proxy
Gateway

Installing

Please wait, this may take a few minutes.

e Since TSplus 11.40 version, you will have the choice to install TSplus Advanced Security, our powerful Security

Add-On, inits Ultimate trial version (All Security features free to use for 2 weeks) to your TSplus system:

For more information about this product, see pages about T Splus Advanced Security documentation.

Then the TSplus logo appears and a window informs you about the completion of the installation.

Please make sure you know your Windows user name and passwor d befor e rebooting.

© TSplus - www.tsplus.net
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N

REMOTEACCESS

Y,

Installation Complete

You have successfully installed TSplus Remote Access!

To complete the installation of TSplus, setup must restart your computer.

* Restart now " Restart later

N\
B

To use TSplus, you must reboot your system. Thetrial period deliversafull product for 15 days and 5 concurrent users.
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How to identify your TSplus Edition

On the License Tile under the Serial Number, you can see the type of License you purchased as well as your number of

users next to the number of connections:

TA Tsplus - Administration Console - 15.40. - X
Lite Mode
a2 REMOTE
Help English
it > License
1 HoME
D APPLICATIONS Activate your License
() PRINTER Refresh your License
License Status

@ 'WEB

Permanent license activated, Enterprise edition, 4 users,
B rarm

compurerio: [ MR
2 SESSIONS Computer name: DESKTOP-QVTIFVE

% SYSTEM TOOLS End of support date: 2023-01-26

Editions

() Desktop Edition () Enterprise edition

{-p ADD-ONS @ Mobile Web Edition

83 Apvancep

(@57 LICENSE

TSplus has merged old licenses into one in order to gain more clarity. System and Printer editions have migrated to
Desktop Edition.

The Desktop Edition has the basic features:

TSplus Administrator Tool (AdminTool),

Concurrent connections support,

Application Control per user and/or per groups,

TSplus Remote Taskbar and/or TSplus Floating Panel,

Remote Desktop access,

TSplus Portable Client Generator,

RemoteApp connection client,

Fully compliant with RDP protocol,

Dual Screen support, bi-directional Sound, RemoteFX when compatible with Windows version,
Local and Remote connection support,

Workgroup and Active Directory users support,

Device/Disk redirection.

Virtual Printer, enables you to print from any location, without having to install any specific driver and alows
printer redirection.

The Maobile Edition enables you (in addition to all the System and Printer editions features) to:

o Connect from any web browser with TSplusHTTP Web Server,
o Entirely secured connection from any web browser with TSplus HTTPS Web Server and SSH server,

© TSplus - www.tsplus.net
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HTML pages includes Windows and HTML5 web access clients,

Easily connect from iPhone/iPad and Android devices, also with the TSplus Mobile App,

Customize logon web page with TSplus easy-to-use Webmaster Toolkit,

With TSplus Web Applications Portal, users can access their application list inside their web browser,

Instead of Windows Credentials, TSplus Web Credentials allows users to connect with only an e-mail or apin-
code,

Universal Printer enables you to print from any location, without having to install any specific printer driver,

The Enterprise Edition includes al of the previous features plus these ones:

Support an unlimited number of servers within each TSplus Farm (requires one license per server),
Thousands of users working concurrently on a scalable Load-Balanced architecture,

Single Enterprise Portal to access al your TSplus servers,

Ability to assign one or severa Application Server(s) to users or groups of users,

Load Balancing and Failover support included.

The Possibility to add an extra-layer of security with the TSplus 2FA Add-On.
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Activating Y our TSplus License (Online)

L ocate the Administrator Tool on your desktop :

T

¢ If you cannot find the admin tool shortcut, it should be located in the desktop folder on the administrator account
used to download TSplus. Y ou can aso find the TSplus folder on this path: 'C:\Program Files
(x86)\T Splus\UserDesktop\files.

Double-click on it, then click on the license tab.
Here you can see the status of your TSplus license, as well as your Computer ID and Computer Name:

if it displays "UNREGISTERED" it means that your server is not connected to the internet and you need to check your
server's web access before continuing.

T4 TSplus - Administration Console - 16,50.11.21 — X
Lite Mode
oz REMOTE
Assist Me Help English
ﬁ License
{t HomE
3 Apvanceo Adtivate your License
P ADD-ONS Buy now
@ ucense Refresh your License

License Status

Failed to validate the hardware identifier (LI-CK-UNKNOWN-HARDWARE-HASH)

Computer ID: UNREGISTERED

Computer name: DESKTOP-TSPLUS

Editions
® Desktop Edition ® Enterprise Edition

® Mobile Web Edition
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Activate your licenses on an online TSplus
server

When you order alicense, connect to our Licensing Portal and enter your Email Address and your Order Number:

U | UV

Manage your Licenses

Email

Order Number

Remember me

Something not working?

Download the Customer Portal User Guide for more information about how to use it.

Y our activation key will be displayed at the top of the dashboard:
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Licensing Management App  Heme  oOroers Logout

I Your activation key is: NAGR- ]

Licences

Application  Numéro de Sérle | Jours  Utilisateurs  Edition Mumére de Date Support?  Actions
Computer Commands
Taplus F30 - 3 Enlemprise 11408 20201~ e -
= ir
27 2 Détais
TEplus F&E - 10 Enenprise  JWT 13 201905 = [}
2% aw Déasils
TSplus F24 25 Enterprise  JWT1S 20M8-10- =
18 X DMl
TEpius PGE 10 Entenprise  JWTI17 201709 =
25 X Détails
Teplus P2 - 5 Enlenpiise  JWT1E 201609 o=
12 Vo b
30 = Diétails

Y ou can then go to the License Tile of the AdminTool, click on the "Activate your License" button, enter this activation
key and click on “Next” .

m TSplus - Administration Console - 13 [ ] — *

% Expert Mode
(2) Help °

T2 REMOTEACCESS

@m Activate your License

E Buy now
Rehost an existing license

(:) Refresh your License
License Status

@E‘ Trial License : 14 days remaining. 5 users.

B compaero: [ wwE ]

D Computer name: DESKTOP-QVTIFVE

Editions

@3 License Activation = X

License Activation

Please enter your Activation Key:

You will find your Activation Key in our order confirmation email.
Please contact Support should you require any help activating your license.
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Youwill get alist of al the available licenses/supports assigned to this activation key, i.e. all licenses/supports not

activated yet:

License Activation

Please select the license(s) you want 1o activate on this computer:
TSplus

[] TSplus Enterprise edition - 5 users
) No Updates/Support
) Update/Support senvices for TSplus Enterprise edition - 5 users - 3 years

TSplus Advanced Security
[ TSplus Advanced Security Uttimate edition

The licenses listed above are all the licenses currently available for activation on this computer.
If you have purchased mulliple units, only one will be displayed in this list for this computer, and you
will be able to activate the other units on other computers.

4 Back Mext »

Check one or moreitems and click on the “Next” button. Please note that you can activate several products at the same
time by checking several products/support!

License Activation

Your license has been activated!
+ TSplus Enterprise edition - 5 users
+ Update/Support services for TSplus Enterprise edition - 5 users - 3 years
+ TSplus Advanced Security Ulimate edition

Thank you for your business!
You can now safely close this window.

All your products/support are now activated (in this example, both TSplus with support and TSplus Advanced Security
have been activated at once).
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License Status

@E Permanent license activated. - Enterprise edition - Unlimited users
@l Computer ID: 2222
D_ Computer name: DESKTOP-F304H4!

D—l End of support date: 5/14/2023

License Status

@3  License Activated - Ultimate Protection edition
E] COMPUTERID 2222

@ Computer name: DESKTOP-F304H41

Refresh your License Data by clicking on the corresponding button at the bottom of the page, it will synchronize
information with our Licensing Portal:

@53 Activate your License

(:) Refresh your License

Licensze ot

License has been synchronized with licensing portal

0K

N.B: You can till download license.lic files on the Licensing Portal for TSplus Legacy Versions. Download the
Customer Portal User Guide for more information about how to useit:
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Activating Y our TSplus License (Offline)

Retrieve your Activation Key

When you order alicense, connect to our Licensing Portal and enter your Email Address and your Order Number.

U0 | UIVICI

Manage your Licenses

Email

Order Number

Remember me

all

Something not working?

Download the Customer Portal User Guide for more information about how to use it.

Y our activation key will be displayed at the top of the dashboard:
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Licensing Management App

Numére de Série [

Licences
Application
Computer

Taplus F30
TSplus FEE
TSplus F2d
TEplus PEE
TSplus P&2

M Oroears

Your activation key ts: NAGQR-

Jours  Utllisateurs  Edition

25

Entenprise

Entenprise

Enlerprise

Entenpiise

Enferprise

Mumére de
Commands

11408

JWT 1D

JWT 18

JWTIT

JWT I8

Date

20201~

27

201905

259

20M8-10-

18

201709
25

2016.09-

30

Support?

iF vor

I Ve

Logout

Actions

L ocate the Administrator Tool on your desktop

If you cannot find the admin tool shortcut, it should be located in the desktop folder on the administrator account used to
download TSplus. You can also find the TSplus folder on this path: 'C:\Program Files (x86)\T Splus\UserDesktop\files'.

o

.

Double-click on it, then click on the license tab.

Here you can see the status of your TSplus license, as well as your Computer ID and Computer Name

"UNREGISTERED"
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n TSplus - Administration Console - 16.50.11.21 — X
TS 4, Lite Mode
ne REMOTEACCESS
AssistMe (/) Help English ©
A » License

1t HoMmE
i§3 ADVANCED (857 Activate your License
<xp ADD-ONS = Buynow
h RKEI ':- Refresh your License

License Status

(E57  Failed to validate the hardware identifier (LI-CK-UNKNOWN-HARDWARE-HASH)

ﬁ Computer ID: UNREGISTERED

] computer name: DESKTOP-TSPLUS

Editions

® Desktop Edition ® Enterprise Edition

@ Mobile Web Edition

Activate your licenses on an offline TSplus server

Click on the "Activate your License" button. A popup appears and displays a quite long URL address.

Copy this URL on an internet-connected computer browser and access it in order to retrieve alicensefile:

@z License Activation

License Activation

Copy activation URL |hﬂp5:f"f’licenseapi dlfiles com.licensing/activation/start /d 7cbof S04fbabea 3cf 60 2d 78584255244 7851 228518421 cof BefdBdD

@ Activate your license

Enter your Activation Key:
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4% bpplication de Gestion des licer X == - B .
<« [&] & licenseapidi-files.com/licensing/activation/start/dTcbcfa04fbabealclo0f2dT856429924d78512.. 8
Licensing Management App
License Activation
Please enter your Activation Key:
N O M WK
ou will find your Activation Key in cur onder confirmation email.
Please cantact Support should you reguire any help activating your icense.
Your license is then validated. Download the license file by clicking on the corresponding button:
= o b

*

e

¥ Application e Gestion das Licer X =

C & licenseapi.di-files.com/licensing/activation/start/d7cbefa04fbabealcfo0f2dT898429924d78512.. B8

Licensing Management App

License Activation

Your license has been activated!
+ TSplus Enlerprise edition - 5 users
* Update/Support services for TSpius Enterprise edition - 5 users - 3 years
= TSplus Advanced Security URimate edition

Thank you for your business!
You can now SE.TE!Y close this window.

Download License file for Offine Activation

Thislicensefile

must then be copied back to the server in order to finish the offline activation process:

Sereenstion497 type unknown
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@7 Please locate your license. lic file x
« v ‘ > ThisPC » Downloads v O Search Downloads »p
Organize Mew folder =~ @ @

-

s Quick access " Name Date modified Type Size

[ Desktop - | &g jre-8u191-wind... 11/16/20184:35PM  Application 1,846 KB

3 Downloads . "l license_PEB_OF... 9/11/2020 :02AM  LICFile 1KB

Documents * 8. Setup-Remote... ) 9:02 AM Application

= Pict W Setup-TSplus-S... 20201214 PM Application

ferures ” ngpdateRelease 020 2:28 PM Application
[ Desktop v
File name: | license_PEB_OF ~

A message will confirm that your license was retrieved succesfully:

License Actreation =

o License retrieved successfully

OK

Y ou will then have to select the corresponding licenses / support to activate and a message confirming that all your
products/support are now activated.

N.B: You can still download license.lic files on the Licensing Portal for TSplus Legacy Versions. Download the
Customer Portal User Guide for more information about how to useit:
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Rehosting Y our TSplus License

Online Activation

Online Activation is authorized once a month.

Prerequisites: It is necessary to have an active support subscription to rehost your license.

It is necessary to install a new version of non-cloned Remote Support to generate a new Computer ID.

If you have duplicated your server and cloned Remote Support, please contact support to rehost your license.

On the new server Go to the "License" tab Click on "Rehost an existing license"

Enter your Activation Key:

T TSplus - Administration Censole - 15, - x
Expert Mode
2 REMOTE
PLu= Hep TN -
Activate your License
Buy now
Rehost an existing license
Refresh your License
License Status
Trial License : 14 days remaining. 5 users.
Computer ID: 5
Computer name: DESKTOP-QVTIFVE
Editions
@37 License Rehost - *

License Rehosting

Please enter your Activation Key:

XK -HXHKAK XK -HXKK

You will find your Activation Key in our order confirmation email.
Please contact Support should you require any help rehosting your license.

Select the initial Computer you want rehost.
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@3 License Rehost — *

License Rehosting

Please select the initial Computer you want to rehost from:

This is the original Computer, which you want to stop using.
Please contact Support should you require any help rehosting your license.

Confirm rehost

@7 License Rehost — X

License Rehosting

Are you sure you want to rehost your existing licenses to this new computer?

Please note:

- Rehost can only be done once every 6 months.

- Rehost cannot be reverted and will disable your licenses on the previous computer after a grace
period of 15 days.

4 Back Rehost &

Y our license rehost is finished.

@3 License Rehost — *

License Rehosting

Your licenses have been rehosted!

You can now safely close this window.

Wait afew moments for your AdminTool to synchronize until the window appears.
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License o

Your permanent license has been successfully activated!
Permanent license activated. Enterprise edition. Unlimited users.

Permanent license activated.

Congratul ations on your license has been successfully activated!

Offline Activation
Offline Activation can aso be done for rehosting licenses.

When the server does not have Internet access, the 'rehost an existing License' button will present the offline rehost page:

@3 License Rehost — X

License Rehost

Copy rehost URL

@ Refresh your license

The processis the same as Offline Activation.
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Clone an existing Server and rehost alicense

Warning : Failed to validate hardware I dentifier

Before migrating your server, update your TSplus version. (Requires a support subscription)

After migrating a physical server to avirtual machine, the license status changes to Failed to validate hardware |dentifier

on new hardware.

This message appears because TSplus has detected alicense conflict copied from one server to another with the same

Computer ID and the same name.

We already recommend renaming your new server (Example: SERVERL > SERVER?2)

o Restart your server

TJ, TSplus - Adrinistration Conscle - 17.20.7.9

oz REMOTE

{r HoME

83 Apvancen

{> ADD-ONS

(S5 LICENSE

-

Computer name: SERVERZ
Private [P 192,168.1.169
PublicIP -

RDPport 3389 #*

Connecdtions: 1

[o} Session Manager

System Audit - No issues found on 29/07,/2024 19:18:11

Version 17.20.7.9 - New version available, click here to update to 17.20.7.26

- x
Lite Mode

Assist Me Help

®

https://webportal.example.com

P O &

English -

Read changelog

Failed to validate the hardware identifier

QI®I® ©

2FA - WARNING: Your license
has expired or is invalid.

End of support date: 2025-07-29

Advanced Security
License not activated.

Click on the window to arrive on the license page.

Do you want to install
Server Monitoring?

*
Remote Support

Then click on the tab "Y our hardware information has changed. Click here to repair your license.
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Tﬂ, TSplus - Administration Consaole - 17.20.7.9 — *

Lite Mode

noz REMOTE

Assist Me Help English

M » License
1R HomE
@ ADVANCED
Your hardware information have changed. Click here to repair your license,
d7p ADD-ONS
Refresh your License
(S LICENSE License Status

Failed to validate the hardware identifier
Computer 0
Computer name: SERVER2

End of support date: 2025-07-29

Editions
@ Desktop Edition @ Enterprise Edition

(®)  Mobile eb Edition

A "license rehost" popup will open to allow you to restore your license.

Case 1: You don't have support !

Rehosting will therefore not be possible, you will have to subscribe to a support subscription on the original server and
start the migration action again.

In case of problems, contact Support and indicate your computer I1D and activation key.

Case 2: You have already rehosted for 6 months!
The Message: Y ou have already rehosted this computer in the last 6 months. Please contact Support should you require
any help rehosting your license.

The rehost will therefore not be possible, Contact Support and indicate your Computer ID and Activation Key.

Case 3: You have support !
The following message appears. Are you sure you want to rehost your existing licenses on this new computer?

Please note: - Rehosting can only be done once every 6 months. - Rehosting cannot be canceled and will deactivate your
licenses on the previous computer after a 15-day grace period.

Click the" REHOST" button

License Rehosting

Are you sure you want to rehost your existing licenses to this new computer?

Please note:

- Rehost can only be done once every 6 months.

- Rehost cannot be reveried and will disable your licenses on the previous computer after a grace
period of 15 days.

® Cancel Rehost #
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Your licenseisrehosted !

T4 Tsplus - Administration Console - 17.20.7.9

- .

J2 REMOTEACCESS

1t HoME

[ appLicaTIONS
[P PRINTER
© wes

B rarm

2, SESSIONS
Q& SYSTEM TOOLS
8% ApvanceD
7> ADD-ONS

(S LICENSE

@t > License

(G457 Activate your License

(") Refresh your License
License Status

(% Permanent license activated. Enterprise edition. Unlimited users.
@ Computer ID: o1

D Computer name: SERVER3

D_l End of support date: 2025-07-29

Editions
@ Desktop Edition

(£ Mobile Web Edition

4

@ Enterprise Edition

Q% Lite Mode

Assist Me @He\p English -

Note: A message will appear on the old server with the rehost date as well as the end date of the period of use of the old

server (15 days).

T TSplus - Administration Console - 17.20.7.9

— x

12 REMOTEACCESS

1 HOME

[ appucamions
[Ch PRINTER
Q@ we

B Farm

2, SESSIONS
% SYSTEM TOOLS
€3 Apvancen
{p ADD-ONS

(@57 LICENSE

fr > License

(557 Activate your Licanse

(:) Refresh your License

License Status

{4 Assist Me @He\p English -

L, Lite Mode

(% Permanent license activated. Enterprise edition. Unlimited useff. Rehosted at 2024-07-29 20:02:34.

El Computer ID: EI!I.

] computer name: sERVERZ

=1} IWARN\NG: Your TSplus Support and Updates Services will expire on 2024-08-13.

Editions
@ Desktop Edition

@ Maobile Web Edition

&) enterprise Edition
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Activating your support license

The 15 version of TSplus introduced a new and easy way to handle your annual support contract.

The support services include our worldwide Ticket/Email support service, Forum access, license rehosting, FAQ and
tutoria support.

The Update Services include the delivery of Update codes, the right to install and to use any new release, patch and
updates.

We areinvesting every day to enhance TSplus and to fix al known issues. So, we recommend all our customers to keep
their TSplus installation updated. The annual feeis not expensive and is available on our Store Page.

Step One

L ocate the Admin Tool on your desktop :

o

Emin o0

Double-click on it, then click on the license tile.
¢ |If you cannot find the admin tool shortcut, it should be located in the desktop folder on the administrator account
used to download TSplus. Y ou can aso find the TSplus folder on this path: 'C:\Program Files
(X8B)\T Splus\UserDesktop\files.

Click on the License tab Y ou can now see the serial number:

Step Two

Click on the "Activate your license" tile and enter your Activation Key
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TU TSplus - Administration Censole - 15.2 - X

%B(perlh!ode
IR REMOTEACCESS Dber -

@}‘—,I Activate your License

(:) Refresh your License
License Status

@h Permanent license activated. Enterprise edition. Unlimited users.

€| Computer ID: — b

E Computer name: DESKTOP-QVTIFVE

EI_l WARNING: No support plan has been activated for TSplus

Editions
@ System Edition @ Maobile Web Edition
@ Printer Edtion @ Enterprise Edition

Step Three

Then select "Extend Support period”:

@3 License Activation - *

License Activation

Please select the license(s) you want to activate on this computer:
TSplus
] TSplus Enterprise edition - Unlimited number of users

(O No Updates/Support

@® Update/Support services for TSplus Enterprise edition - Unlimited number of users
-3 years

The licenses listed above are all the licenses currently available for activation on this computer.
If you have purchased multiple units, only one will be displayed in this list for this computer, and you
will be able to activate the other units on other computers.
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@3 License Activation

License Activation

Your license has been activated!
- TSplus Enterprise edition - Unlimited number of users

years

Thank you for your business!
You can now safely close this window.

- Update/Support services for TSplus Enterprise edition - Unlimited number of users - 3
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Updating T Splus Remote Access

Our development team is working on adaily-basis to ensure the stability and compatibility of TSplus with the latest

versions of Microsoft Operating Systems and the latest Updates.
We are proud to provide you with new features and enhancements every week.

Thisiswhy it is recommended to keep your server up to date.

By subscribing to our annual Support and Updates Services, you will have access to the latest Updates and bug fixes.

In order to see which TSplus version you have and update it:

¢ You can check the status of your TSplus rel ease on the Home tab of your AdminTool:

1 HoME

[ AppuicaTioNs
(Sh PRINTER

& wes

B rarm

2, SESSIONS
Q\ SYSTEM TOOLS
81 ApvanceD
{7p ADD-ONS

(@57 LICENSE

Tl TSplus - Administration Console - 14.80.11.24

sz REMOTE

L]

Computer name: DESKTOP-OVTIFVE
Private IP 192,
PublicP 176.7%
RDPport 3339 4"

Connedtions: 1

Q Session Manager

System Audit - No issues found on
Version 14.80.11.24 - Version 15.10.12.9

Permanent license activated. Enterprise edition. Unlimited users.

© O|le|o

End of support date: 2024-12-10

English

®

http://flocalhost
= T

The built-in HTTP server is listening on port 80

The HTTPS server is listening on port 443

Read changelog

Help

e You can then click onit. Since TSplus 11.50 version, the AdminTool automatically downloads...:

TA Update Release

Downloading Update Release...

100 %

...and applies the Update Release program when requested:
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Update Release

The download of UpdateRelease.exe program has been completed,
It has been saved in: ChUsers\admintDownloads

Would you like to apply it now?

Yes No

e Since TSplus 11.40 version, you will have the choice to install TSplus Advanced Security, our powerful Security
Add-On, inits Ultimate trial version (All Security features free to use for 2 weeks) to your TSplus system:

Update TSplus Advanced Security

An update is available for TSplus Advanced Security (version 6.0.12.6).
Would you like to apply it now?

You still can download it viathislink: Update Release and apply it manualy.
The Update Release program is designed to keep your current TSplus settings safe.
It is not required to reboot after Update; however we do recommend to do so.

If you have not subscribed yet for TSplus Update/Support services, or if your subscription has expired, you will not be
able to run the Update Release program:

IE‘:I T5plus Update Release program 13,10 — Y

Welcome to TSplus REMOTE
Update Release program 15.10

This program keeps your existing settings and license. it will update your programs.

Prior to continue make sure that all user sessions are terminated.
Only customers under a valid support/Update service are allowed to apply this program.

TSplus: click Mext to continue. Mext = Exit >
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@ T5plus Update Release program 15.10 = >

Update License
Did you get the right to run this Update program?

We are investing every day to enhance and to updating the software.

The right to install and to use any new release is granted by a valid software insurance.
Each Update is requiring the subscription of our annual Update/Support services.

ff not et done, you can subscribe it, or renew it now.

(®) | agree with the above terms and conditions ()| do not agree

Mext = Exit >

In such case, we advise you to place your order on our Store Page.
Y ou will receive back the proper information to download your support.lic file. Activating your Update/Support services
is an easy process described here.

When the update is finished, areboot is required:

&> Update - TSplus version 1310, —

Completing the TSplus Update
Wizard

To complete the update of TSplus, you must restart your
computer, Would you like to restart now?

@ Yes, restart the computer now
(Mo, I wil restart the computer later

For versions prior to v14, just for specific requirements, the TSplus Support team can deliver an Emergency Update code
which will unlock the Update Release program.
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@ TSplus Update Release program 12.60 — X
Welcome to TSplus TSHi S

Update Release program 12.60

The Support/Update service is not subscribed or renewed on this system.
Please subscribe it now or contact us for more information.

In case of emergency, our suppart team can create for you an Update Code.

Emergency Update Cade: ||

TSplus: click Next to continue. Mext = BEit >
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Upgrading your TSplus version

If you want to update your current version of TSplus, in order to add more users or more features, register in your license
portal.

Licenses  Supports ﬁ ‘ E

Product Date Order Number Computer Support Comment

TSplus Remote Access 2023-11.22 Y S Ho -.|

Deskiop 5 users n ‘ -
Details

Previous - Next

Select your choice of upgrade (users and version) and click on " Buy for" to continue on our store.

License Detail
5 users Desktop Edition Update and Support Services: 22/11/2026
Users Edition
10 System
© Desktop
Enterprise
Price includes Update and Support Services for the remaining period

After your purchase, the update will be instant and visible on your license portal.

On your server, click on the " Refresh your license" button in the AdminTool > License tab.
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Securing a TSplus server

Overview

Securing any server is anever-ending story where every expert could add another chapter.

TSplus benefits from and is compatible with existing security infrastructure in a company (Active Directory, GPOs,
HTTPS servers, SSL or SSL telecommunication systems, VPN, access control with or without ID cards, €tc).

For customers who want to easily secure their servers, TSplus offers a set of simple and effective ways to enforce good

levels of security.

Changing the RDP port number and setting up the firewall

With the AdminTool, you can select a different TCP/IP port number for the RDP service to accept connections on. The
default oneis 3389.

Y ou can choose any arbitrary port, assuming that it is not already used on your network and that you set the same port
number on your firewalls and on each TSplus user access programs.

TSplusincludes a unique port forwarding and tunneling capability: regar dlessthe RDP port that has been set,
the RDP will also be available on the HTTP and on the HTTPS port number!

If users want to access your TSplus server outside from your network, you must ensure al incoming connections on the
port chosen are forwarded to the TSplus server. On the Home tab, click on the pencil button next to the "RDP Port":

Lite Mode
sz REMOTE
Help English
i HomE
[ apruicaTioNs Q @
@ PRINTER Computer name: DESKTOP-QUTIFVE http://localhost
Private IP 192,
. =
@ WEB PublicIP 176,
RDPport 3389 The built-in HTTP server is listening on port 80
FARM Connections: 1 The HTTPS server is listening on port 443
E T Tsplus X et
[} Session Ma
2, SESSIONS Enter a part number
B3sa B
% SYSTEM TOOLS @ System Audit - Mo issues foun, Cancel
83 ApvANCED
(&) version1s “You are using the latest version Read changelog
¢ ADD-ONS
@ Permanent license activated. Enterprise edition. Unlimited users.
(@7 LICENSE
() End of support date: 2024-12-08
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Server side security options

The AdminTool allows you to deny access to any user that is not using a T Splus connection program generated by the
administrator. In this case, any user that would attempt to open a session with any Remote Desktop client other than the
TSplus one (assuming he has the correct server address, the port number, avalid logon and a valid password) will be
disconnected automatically.

Theadministrator can decidethat only members of the Remote Desktop User group will be allowed to open a
session.

Theadministrator can decidethat a password is mandatory to open a session.

Through setting the applicable local Group Poalicy, the administrator can specify whether to enforce an encryption level

for all data sent between the client and the remote computer during a Terminal Services session.
If the status is set to Enabled, encryption for all connections to the server is set to the level decided by the administrator.

By default, encryption is set to High.

Theadministrator can also set asarulethat only userswith a T Splus connection client will be able to open a
session.
Any incoming access with a standard RDP or aweb access will be automatically rejected.

Sessions Permissions

Y ou can find multiple advanced security options if you click on the Sessions - Permissions tab:

T TSplus - Administratien Console - e

Lite Mode

sz REMOTE

Help English

1A HoME

Session Management settings
[ appucations

Session Opening Preference

(h PRINTER
© wes
B rarm

Session prelaunch configuration

Open Files on Client Side

o
SESSIONS
= Open URLs on Client Side

K SYSTEM TOOLS

8 Apvancen Hide Disk Drives
47p ADD-ONS Contextual menu
@h LICENSE Permissions

Client Generator
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T TSplus - Administratien Console - 4

Lite Mode

2 REMOTE

Help English

1t HOME

Microsoft Remote Desktop Client Restrictions

@ Allow access from RDP client for everyone
[ AppucaTiONS
O Allow access from RDP client for Admins only

@ PRINTER O Deny access from Microsoft RDP client
|:| Deny access from Qutside (only LAN)
® wes
Server advanced security options
& FARM |:| Limit access to the members of Remote Desktop Users
|:| Encrypts end-to-end communications
& SESSIONS [] Block all incoming access to this server
|:| Disable UAC and enhance Windows access
& SYSTEM TOOLS Allow Windows Key
] Allow only users with, at least, one assigned application
5:‘? ADVANCED Allow CUT/PASTE within a session

¢ap ADD-ONS
‘Web Portal Access Restrictions

@ LicENSE ® Mo Restriction
(©) Web Portal Access is mandatary for everyone
() Web Portal is mandatory, except for Admins

|:| Prohibit the Web Portal for Admins accounts

Allow access from Microsoft RDP client for everyone: Allows every user to connect using mstsc.exe.

Allow access from Microsoft RDP client for Admins only: Allows only Admins to connect using mstsc.exe.
Deny access from Microsoft RDP client: Prevent anyone to be able to connect using mstsc.exe.

Deny access from Outside: It means that only private IPsfrom LAN will be able to open a session.

Limit accessto the members of Remote Desktop users: Thislimit applies only to thislocal group of users
(which you can see by clicking on the Users and Groupsttile.

Encrypts end-to-end communications: High Encrypts client/server communication using 128-bit encryption.
Use this level when the clients accessing the terminal server also support 128-bit encryption.

Block all incoming accessto thisserver: All alive sessionswill remain active, while al incoming connections
attempts will be blocked. Make sure that you can physically access the console of the server if you check this
box. Do not use this option if your server is hosted on a Cloud environment.

Disable UAC and enhance Windows Access: Deactivates the User Accounts Controls, remove all unwanted
security pop-ups from Windows. users limitation (messages) while launching applications.

The" Allow Windows Key" box alow the use of the Windows keys and combinations inside a TSplus session.

o Allow only userswith, at least, one assigned application: User with one application and more are allowed to

open asession.
Allow CUT/PASTE within a session: unchecking this box will disable the CTRL C/CTRL V commands

Web Portal Access Restrictions

No Restriction

Web Portal is mandatory for everyone: users can only connect via the Web Portal.

Web Portal is mandatory, except for Admins: users can only connect via the Web Portal, except Administrators.
Prohibit the Web Portal for Admins accounts: Administrators cannot connect via the Web Portal.

Hiding the server disk drives.

The AdminTool includes atool that enables hiding the server disk drives to prevent users from accessing folders through
My Computer or standard Windows dialog boxes. On the Sessions tab, click on "Hide Disk drives' :
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Thistool works globally. This means that even the administrator will not have anormal access to drives after the settings
have been applied. On the example below, al drivers have been selected with the "select all" button, which will check all

T} Tsplus - Administration Conscle - -
;[L% REMOTEACCESS - E%r:neuode
Rt HOME

[ AppucaTiONS

(Sp PRINTER
® wes
B rarm

2 SESSIONS
ek SYSTEM TOOLS
8% Apvancen
{7p ADD-ONS

(@57 LICENSE

@ Session Management settings
[7]  session Opening Preference

+ Session prelaunch configuration

D Open Files on Client Side

=2 Open URLs on Client Side

{5)  Hide Disk Drives

=<  Contextual menu

= Permissions

(9 client Generator

the boxes corresponding to drives that will be hidden to everybody:

Notes: Thisfunctionality is powerful and does not disable the access to the disk drives. It just prevents the user to

display it.

Tl Hide server drives >
Drisks

A\ N:\ | selecan |

B, (o)

o P, Unselect all

D\ & Reset

En R,

F, 54

G T,

H:, L,

R WY

I, WY

K xh

L ¥,

B, ,

Selected drives will be hidden, unselect to
unhide. a Apply
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Thetool flags the disks drives as hidden, but it also adds the HIDDEN property to the entire root folders and userslist in
Document and Settings.

If the administrator wants to see these files he must:

1. Typethedisk drive letter. For example: D:\ which will take you to the D: drive.
2. Turnon SHOW HIDDEN FILES AND FOLDERS inthe folder view properties.

Administrator Pin Code

The Administrator can secure the Administrator Tool access by setting a pin code which will be asked at every start, on
the Advanced tab of the AdminTool, under the Product Settings:

Ry HOME

[ arppucarions
(Ch PRINTER
& wes

B rarm

2, sEssions
% SYSTEM TOOLS
§83 Apvance
{7» ADD-ONS
(@57 LICENSE

TSs=

Remote Access Management Console

Backup / Restore your Server Parameters

Advanced Settings

"4, Product
1 security
Session

Name Ti TSplus - Edit Setting
Administrator pin code
Use RDS role

AdminTool background col

Administrator pin code

Description:

AdminTool Language

AdminTool will ask for a password if this value is not empty.

Value:

[1234

Cancel

TSplus Advanced Security Ultimate

Since TSplus 11.40 version, you will find a one-of-a-kind Security Add-on Tool, which you can launch on the Add-Ons

tab:
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T TSplus - Administratien Console

Rt HOME
[ AppucaTiONS

PRINTER

B &
z

SESSIONS

SYSTEM TOOLS

ADVANCED

ADD-ONS

@ =B L D

LICENSE

TS REMOTEACCESS

() Help English

L, Lite Mode

o

TSplus Advanced Security - Protect your server

Protect your server from brute-force attacks and foreign intrusions.
Block ransomwares before they destroy your files.
Restrict users access and lock them in a highly secured environment.

Two-Factor Authentication - Confirm your users’ identity

Passwords can be lost, stolen by phishing attacks, and very often they can even be cracked in a matter of minutes,
Twao-Factor Authentication solves this problem simply and effectively, and provides an additional security layer - sending a code to
the user mobile device,

Tsplus Remote Support - Remotely connect to your dlient PCs and provide instant assistance

A secure, web-based screen sharing and remote control salution designed for today's flexible support teams.
Securely connect to remote computers, take control of their mouse, access files and applications, and troubleshoot problems.

TSplus Server Manitoring - Monitor your server

TSplus Server Manitoring helps to optimize software resources and to reduce unnecessary costs.
Give facts and data about server usage (CPU, Memory, |/, Disks).
Track changes, resources usage and events with real-time email alerts.

Which brings powerful features, documented on this page.

W TSplus Advanced Security

i HoMmE
Os EVENT VIEWER

HOMELAND
BRUTEFORCE

IP ADDRESSES
PERMISSIONS
WORKING HOURS

SECURE DESKTOPS

¥ o0 oKX ae

[ enoroints
&) ransomware
8% sermines
(O]

LICENSE

TSplus Advanced Security - Ultimate Protection

Keep threats away from your Windows system.
Prevent, protect and fight cyber attacks.

@ 21 0d 16:52:53 @ Alogon request has been granted for user WIN-A1L00CNOESE\Laura because WIN-A1LODCNOESE\Laura is whitelisted

2oateszsy [

enabled for this user

A connection has been authorized for user WIN-ATLOOCNOESG\Laura from computer because this feature is not

21 0d 16:52:53

for WIN-A1LOOCNOESE\Laura

+¢ Mo session configuration was applied to user's session WIN-A1LOOCNOESE\Laura because the feature is not enabled

21 0ct 16:52:53 }".; Mo session configuration was applied to user's session WIN-A1LOOCNOESE\Laura because the user is whitelisted

QO O

21 Oct 16:52:36 |2| Protection against Ransomware is up and running

@
@
@

English

System audit - No issue found on 10/21/2019 5:0%:36 PM

Version 4.3.10.16 - You are using the latest version

Trial License 10 days - Ultimate Protection edition

The Brute-Force Attacks Defender role on the Web Portal is described on this page.

Two Factor Authentication

Since TSplus 12 Version, you can enable two-factor authentication as an add-on for your TSplus Web Portal.
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Protect your account with 2-step verification

Click to configure your authentication app

+ Open the authenticator app on your mobile phone.
» Scan the QR code displayed below:

Secret key: TMPCKUPCDGIWZOHISPHS325456W4ERIA

validate your verification code obtained by SMS, e-mail or via your 2FA app

Validate

More information on this amazing new feature can be found on this page.

SSL Certificates

SSL Certificates processis detail on these pages:
- TSplus provides an easy-to-use tool to generate of afree and valid SSL certificate: Free and Easy-to-install SSL

Certificate
-HTTPS & SSL Third Party Certificates.
- Choose your Ciphers Suites to enhance Security.

T Splus access program security options:
The TSplus client generator gives the capability, on its Security tab, to lock the TSplus client to:

¢ A specific PC name. It means this program will not be able to start from any other PC.
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¢ A physical drive serial number (PC HDD or USB stick). Thisisavery easy and powerful way to set ahigh level
of security.
The only way to connect is with a specific client, and this specific client can only start on a specific USB stick or
PC HDD.
Some of our customers are delivering fingerprint-reading USB sticks to each of their users and each generated
program is locked to the device seria number.
Thisway, they can restrict access to the client's program itself, as well as ensuring it cannot be copied off the
USB stick and used elsewhere.

- A
Windows Client Generator
General Display Femote Desktop client Local resources  Program  Securty  |oad-Balancing
Advanced client security options
@ [ Lock it on PC name [] Lock it on senal number
|DESKTOP-204350 | [1961331729| |
Time limit: Disable this generated client after some days for exemple 15 days)
Mumber of days from the first use date of this generated client
[ Deny userfrom saving credentials Enable 2FA
[] 5ave usemame only
[ Enenyption V2
Advanced connection options
[] Use the targeted server as a Remote Desktop Gateway (RDIG) to encrypt data transfer
Please be sure to use the specified server's Domain Name instead of its IP address. Also be sure the
server has a valid SSL/TLS certificate installed.
Cliert location: |C:\Users\admin\Desktop | Browse
Create Client
Cliert name: |John-44.cunnect |

For more security feature informations, check T Splus Portable Client Generator documentation and our FAQ.
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Long Term Support versions

Customers who have subscribed to TSplus Support & Update Services and are not interested in TSplus | atest features
and improvements can install aTSplus LTS (Long Term Support) version.

TSplusLTS (Long Term Support) version extends the period of software maintenance; it also reduce the frequency of
software updates to reduce the risk, expense, and disruption of software deployment, while promoting the dependability
of the software.

Moreover, TSplus LTS (Long Term Support) does not receive any new features.

TSplus lifecycle

TSplus standard versions are published quite often and the latest release is always the best solution available to our
customers: al known bugs are fixed and new features are available very often.

A new magjor TSplus version is released at the start of every year: TSplus 11 in January 2018, TSplus 12 in January 2019
and so on, as shown in the diagram below.

Starting January 2019, TSplusis also availablein aLong Term Support version, named "LTS". Every new major
version, TSpluswill publish astable LTS version of the previous version which will be supported for 2 years.

Benefitsand Limitations of TSplusLTS

TSplus LTS has severa benefits:

o No updates except for security fixes and Windows updates compatibility
¢ No changesin behavior and no changes in features when you update

e Lessrisk when updating between two minor versions of agiven LTS

e Supported for at least 2 years

TSplus LTS aso has limitations and constraints:

e Customer must purchase Support & Update Services (alicense cannot be activate without active Support &
Update Services)

¢ No new features at all (compared to TSplus standard version which constantly receives alot of updates and new
features)

We recommend our customers to use TSplus standard version to benefit from our state-of-the-art solution.
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TSplusLTS Links

TSplus LTS 16 (supported from 2024-01 to 2026-01):

e Changelog
o Setup (toinstall TSplus on anew server)

¢ UpdateRelease (to update an existing TSplus installation)
e LTS16 Documentation

TSplus LTS 15 (supported from 2023-01 to 2025-01):

e Changelog
e Setup (to install TSplus on anew server)

o UpdateRelease (to update an existing TSplus installation)
e LTS15 Documentation

TSplus LTS 14 (supported from 2021-12 to 2023-12):

e Changelog
e Setup (to install TSplus on anew server)

o UpdateRelease (to update an existing TSplus installation)
e LTS14 Documentation

TSplus LTS 12 (supported from 2019-12 to 2022-12): End Of Support.

TSplus LTS 11 (supported from 2018-12 to 2021-12): End Of Support.
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Server Management

On the Home tab of the AdminTool, you can see al the needed information about your TSplus server:

T TSplus - Administration Console

TS Remote Access Management Console
At HoME
[ ApruicaTioNs g @
(Sh PRINTER Computer name:  WIN-A1L00CNOESE http:/Alocalhost
Private IP 132,168,
= = B |
© wes PublicIP 78,193,
RDPport 3388 4 The built-in HTTP server is listening on port 80
B rarm Connections: 1 The HTTPS server is listening on port 443
o Q Session Manager
2, SESSIONS
Ek SYSTEM TOOLS () system Audit - No issues Tound on 1/7/2020 4:27:20 P
ADVANCED
@ @ Version 12.60.1.4 - You are using the latest version Read changelog
{7 ADD-ONS
@ License Activated - Enterprise edition - Unlimited users
(@57 LICENSE

End of support date: 7/11/2022

Help
English

Changing the RDP port number and setting up the firewall

With the AdminTool, you can select a different TCP/IP port number for the RDP service to accept connections on. The
default oneis 3389. Y ou can choose any arbitrary port, assuming that it is not already used on your network and that you
set the same port number on your firewalls and on each TSplus user access programs.

TSplusincludes a unique port forwarding and tunneling capability: regardless the RDP port that has been set, the RDP
will also be available on the HTTP and on the HTTPS port number!

If users want to access your TSplus server outside from your network, you must ensure al incoming connections on the
port chosen are forwarded to the TSplus server.

© TSplus - www.tsplus.net

58



12IREMOTEACCESS

TSplus Remote Access - Documentation

T8 1Splus - Administration Consol - s
TS REMOTEACCESS e
PLUS (2) Help English -
Rt HoME
[ AppucaTiONS g @
@ PRINTER Computer name: DESKTOP-QVTIFVE http://localhost
Private [P 192,k ]
@ WEB PublicIP 176,557 P o O
RDPport 3389 The built-in HTTP server is listening on port 80
& FARM Connections: 1 m TSplus % The HTTPS server is listening on port 443
[o} Session Ma
2 SESSIONS Enter a part number
B3se =
&, svsTemTooLs @) system Avit - Ho issues foun —
ADVANCED
£§; @ Version 15 & -You are using the latest version (1) Read changelog
{7p ADD-ONS
@ Permanent license activated, Enterprise edition, Unlimited users.
(@57 LICENSE
() End of support date: 20241208
M t of users and sessions
The session manager is located right below the RDP port:
= X

'm TSplus - Administration Console - (0

i

TSELUS

{7t HomE

[ appucaTiONs
(Sh PRINTER

@ wes

B rarm

<]

2, SESSIONS

R, system To0Ls
@ ADVANCED
> ADD-ONS

(@57 LICENSE

Remote Access Management Console

-

Computer name: DESKTOP-SCVIIVH

Private IP 192,166.1.22
PublicIP 78,
RDPport 3389

Connections: 1 (o}

System Audit - Mo issues found on 1/28/2019 11:39:01 AM

Version . You are using the latest version

License Activated - Enterprise edition - 25 users

® ® ® 6

End of support date:

English

®

http://localhost

The built-in HTTP server is listening on port 80

4 o

The HTTPS server is listening on port 443

() Help

You can display your server's task manager, and you have the possibilities to active aremote control, disconnect, logoff

orsend a message to your users.
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-
User Sessions
ID  User Domain Status Session Client Name Client Address
1 Administrator Active Console
2 john Active ROP-Tep#0 ADMIN-PC 192.1681.212
3 julia Mctive RDP-Tcp#l DESKTOP-PRDBQTZ  192.168.1.244
’ Remote Control ] ’ Disconnect ] ’ Logoff ] ’ Send Message... l

Y ou can activate the remote control via a remote session with an admin account on the following Operating Systems:

e Windows Server 2008 R2

e Windows Server 2012 R2

e Windows Server 2016

e Windows Server 2019

e Windows7

e Windows8.1

e Windows 10 pro and above

On Windows XP, 2003, Vista, and 2008 there is no remote control button.

On Windows 2012 and 8 a message appears advising you to update to 2012 R2 or 8.1.

When you activate the remote control for a user's session, this message appears, indicating the keyboard shortcut to end

the session:

Session Manager

-l .,-I keyboard, plus the Chrl key,

(Ctrl + * to end the session)

'0 To end this rermote control session, press the ¥ key on the nurmeric

On the client side, this message appears to accept the remote control:
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admin-PCyAdministrator is requesting to control your session
rernotely,

Do you accept the request?

Y¥es
Y ou can also send a message to your user:
' - X
User Sessions
ID  User Domain Status Session Client Name Client Address
1 Administrator Active Console
2 john Active ROP-Tcp#d ADMIN-PC 192.1681.212

' 1
[#5] Session Manager- Send Message @L‘—"M

Message title:

Message from Administrator

Message:

Hello,

Can you please disconnect your session?

[[Remote ot | [_Dicomeet | [ tooot ] [Send Hessope ]

Message sent on Server Sde
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REMOTEACCESS

¥ Ceskiop folder

| Notepa

B Shared Folder

B test

Hello,

Can you please disconnect your session?

Message appearing on Client Sde

The Users and Groups tab allows you to add/edit or delete users.
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T TSplus - Administratien Console - 15.

X

J2 REMOTEACCESS

Rt HOME
@ Services

[ AppucaTiONS

2% Users and Groups

(Ch PRINTER
© wes QW Server Properties

P

‘Windows System Toolkit

B rarm

2 SESSIONS Local Group Policy Editor

& svstem 0015 Event Viewer

@

8% Apvancen
{7p ADD-ONS

(@57 LICENSE

) Reboot the server

() Help

% Lite Mode

English -

See this documentation for more information.

¢ With the Session Management Settings (GPO) tab, you can set various connection settings for each session and

user:

T TSplus - Administratien Console

- X

TS REMOTEACCESS

() Help

% Lite Mode

English

Rt HOME

]

Session Management settings

[ appucations
m Session Opening Preference

(h PRINTER
© wes

+ Session prelaunch configuration

B rarm
D Open Files on Client Side

O spss
SESSIONS
= G5 Open URLs on Client Side

ek SYSTEM TOOLS

8 Apvance 25 Hide Disk Drives
47p ADD-ONS =< Contextual menu

° Permissions
(@7 LICENSE =

@ Client Generator
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m Session Management and Local Group Policies (GPO) — *

Session Management options

Session Time limit settings

Terminate any disconnected session after &0000 = milliseconds [ never
Maximum time allowed for any user session ] = minutes Mever
Maximum time for any inactive / idle session L = minutes Mewer

|:| All disconnected session will be automatically terminated

User Reconnection options

O Cnly one session per user: The second session will capture the first one
O Only one session per user: The second session will be logoff
@ Multiple session per user: At each logon the user will open a new session

|:| The user must reconnect from the same device

[] on'W10 or 2016 server: To speed up user lagaon, you can disable ‘Per user services’

| Start the Local Group Policies Management Console |

Windows Server 2016 introduced a new "Per user service", which makes services start all processes per users, which
slows the users logons time.
Since TSplus 11.70 release, you can disable per user servicesin order to speed up userslogons.

Services and Properties

¢ The Windows Toolkit is an enhanced control panel, summarizing al the Windows Administration tools.

Tl TSplus - Administration Console - © & - X

TSE0S Remote Access Management Console

Rt HOME
[%]  semices
[ appucations
2% Users and Groups
(Ch PRINTER
@ WEB $$$ Server Properties
& FARM I ek‘ Windows System Toolkit I
2 sessioNs i= Local Group Policy Editor

&, svstem o015 Event Viewer

@

8 Apvance

{7p ADD-ONS

(@57 LICENSE

(:) Reboot the Server
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C\Program Files (x86)\TSplus\UserDesktopifiles\godmode

/A [EH <« Program Files (x86) > TSplus » UserDesktop » files »

Organize «
TSplus
Clients
UserDesktop
files
lego

apilangs

icons

themes
Windows Defender
Windows Mail
Windows Media Player
Windows Multimedia Platform
windows nt
Windows Photo Viewer
Windows Portable Devices

WindowsPowerShell

208 items

MName

~ Administrative Tools (12)

fﬁ-_—"’ Create and format hard disk partitions

fﬁ-_—"’ Defragment and optimize your drives

i’ﬁ-_—“’ Diagnose your computer's memory problems
i’ﬁ-_—“’ Edit group policy

i’ﬁ-_—“’ Free up disk space by deleting unnecessary files
i’ﬁ-_—“’ Manage computer certificates

i’ﬁ-_—“’ Schedule tasks

74 Set up iSCSl initiator

74 Set up ODBC data sources (32-bit)

i’ﬁ-_—“’ Set up ODBC data sources (64-bit)

i’ﬁ-_—“’ View event logs

i’ﬁ-_—“’ View local services

v AutoPlay (3)

@ Change default settings for media or devices

@ Play CDs or other media automatically

@ Start or stop using AutoPlay for all media and devices
~ Backup and Restore (Windows 7} (2)

@ Backup and Restore (Windows 7)

@ Restore data, files, or computer from backup (Windows 7)

L 4

v W @

- You can also launch the "Server Properties” tab to have an overview of the control panel.

Tl TSplus - Administration Console - [ /0700

TSP

Rt HoME
]

[ appucaTioNs

o
=n

(Sh PRINTER

Remote Access Management Console

Services

Users and Groups

@ wes I QW

Server Properties

B rarm

]
2, SESSIONS

& SYSTEM TOOLS

[E]
81 ApvanceD
{77 ADD-ONS
(@57 LICENSE

]

‘Windows System Toolkit

Local Group Policy Editar

Event Viewer

Reboot the Server

- You can see al the services on your server and their status on the Servicestile.
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Tl TSplus - Administration Console -

TSEUS Remote Access Management Console

Rt HoME

I @ Services

[ appucaTioNs

2% Users and Groups

(Sh PRINTER

© wes 080 server Prapetties

E FARM ék Windows System Toolkit
& SESSIONS = Local Group Policy Editar

& svstem 0015 Event Viewer

@

8% ApvanceD

{7p ADD-ONS

(@57 LICENSE

) Reboot the Server

Session Opening Preference

The session opening preference allows you to choose your shell session preference, your logon preferences, the
background color of your sessions, add your own logo and rename it to your liking.

T TSplus - Administration Console

— X

TS REMOTEACCESS

1 HomE

@ Session Management settings

EL, Lite Mode
@ Help English -

[ appucaTiONs

m Session Opening Preference

(Sh PRINTER
4 Session prelaunch configuration
@ we
FARM
3] [ openFiles on client Side
2. SESSIONS
= 5 Open URLs an Client Side

% SYSTEM TOOLS

83 ApvaNCED {S)  Hide Disk Drives
{7 ADD-ONS =< Contextual menu
(@57 LICENSE ‘D_, Permissions

@ Client Generator

By default, on these logon preferences are enabled:

e The"Display progressbar during logon".

¢ "Enable Time Zone Redirection" which enables the client computer to redirect its time zone settings to the
Remote Desktop Services session. If you enable this policy setting, clients that are capable of time zone
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redirection send their time zone information to the server.

T} Session Opening Preference — >

Lagon Preferences
|:| All users have a full Desktop
|:| Display last connected users
Enable Time Zone Redirection

Background Color Preference

Background Logo Preference

Select alogo... Remove logo

Session Name Preference

RDP-Tcp

Save Cancel

You can also set a full Desktop for all your users and get a display the last connected users by ticking the
corresponding boxes. Y ou can customize your users sessions by adding a new Background Color, another logo or none
and use the session name of your choice.

e Since TSplus 11.70 release, you can use T Splus WinXshell as an alternative to the Windows shell.
Following the October 10 Windows Update, administrators allowing their usersto start a Remote Desktop saw
the Windows shell as an issue.
The main problem resides in the session opening/black screen issue when a complete desktop is assigned to
multiple users on Windows 10 and Server 2016.
It provides features and graphical experience smilar to Windows 2016 Windows shell, such as the display of the
2016 Start button and taskbar.
It is especialy useful if you use Windows 10 or Windows 16 Oper ating systems, manage 10 usersor more
and wish to assign them a full desktop.

Backup and restore your server parameters

Y ou can backup or restore your server parameters by clicking on the tile of the same name, on the Advanced tab:
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Th TSplus - Administration Console -

e

R HOME

[ appucaTioNs
(Sp PRINTER
© wes

B rarm

2 SESSIONS
ek SYSTEM TOOLS
8 Apvancen
4p ADD-ONS

(@57 LICENSE

T2 REMOTEACCESS

1fAr © Advanced

£2)  Backup / Restore your Server Parameters

Advanced Settings

ag Product

;5 Security

2 session

& Lockout

L Virtual Printer
= Contextual menu
fl Logs

Mame

Administrator pin code
Use RDS role
AdminTool Language

Value
Default |
Default (Mo}
English

Contribute to improve product by sending anonymo... Default (Yes)

Backup your Server Parameters

T} TSplus - Backup / Restore your Server Parameters

Backup

No backup found

Restore your Server Parameters

Restore

() Help

FL, Lite Mode

English

Click on the Backup button to make a backup, which will be dated and added to the list of your restore points:

Restore your Server Paramet

EBackup your Server Parameters

u T5plus - Backup / Restore your Server Parameters

EBackup

2019-02-07_12-57-36

Backup X

Backup completed

Restore

The backup file can be found on the C:\Backupparam folder:
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i | = | Local Disk (C:) _ o %
Home Share View 0
« “ A e s ThisPC » Local Disk (C:) » ~ ®|  Search Local Disk (C) »
~
_J 3D Objects *  Name Date modified Type Size
I Desktop Backupparam 2/7/20191257PM  File folder
ppa
Documents inetpub 2/6/2019 5:29 PM File folder
* Downloads PerfLogs File folder
¥ TSplus_AdminTool_v12_PREVIEW_1 Pragram Files File folder
mu Ereehox Server Program Files (x86) File folder
}, M Shared Folder File folder
usic
tm File folder
P
Pict
== Pictures Users /20 File folder
B videos Windows 2/22/201912:47 AM  File folder
‘s Local Disk (C:) wsession 2/21/2019 11:36 PM  File folder
Backupparam B lang 11/13/2018 8:16 PM  Configuration sett... TKB
backup-2019-02-07_12-57-36
inetpub
Perflogs

Program Files
Program Files (x86)
Shared Folder ~

Mitems 1 itemn selected &=

Copy the folder to the new server after installing TSplus Remote Support and restore the backup.

Y ou can then check with the trial for 15 days that the functioning of the accounts and access is correct before migrating
your license definitively.

More information on this documentation.
Reboot your server

The "Reboot the server tab" allows you to reboot your server.

T} TSplus - Administration Console - © & - X

TSE S Remote Access Management Console

1 HomE
@ services
[ appucaTiONs
2% Users and Groups

Sh PRINTER
@ WEB $$$ Server Properties

E FARM Q% Windows System Toalkit
£, SESSIONS i= local Group Policy Editor
% SYSTEM TOOLS @ Event Viewer
@ ADVANCED
& ADD-ONS
(@57 LICENSE
I (:) Reboot the Server I
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Session Prelaunch

Access the Session Prelaunch configuration menu from the Sessions > Settings tab of the Admintool, by clicking on the
"Session Prelaunch configuration” tile.

m TSplus - Administration Console - 15.40.3.24 — *

L, Lite Mode
(7) Help English -

TRREMOTEACCESS

ﬁ > Sessions © Session prelaunch configuration

R} HoME

D APPLICATIONS @ Session prelaunch is enabled - dlick to disable + Try prelaunch now

Session prelaunch enables TSplus Administrators to start user sessions at a scheduled time, With prelaunch enabled, users connedt to an
@ PRINTER active session without waiting for it to load on the server,

This feature requires user credentials to be known by TSplus services to open a new session. When enabled, user credentials will be saved
@ WES every time a configured user authenticates through the TSplus Web Portal.

Prelaunch sessions won't work unless the user credentials have been saved and are valid.
B rarm Enabling session prelaunch will automatically apply the following session settings to the chosen users and groups.
Prerequisites

o
2 SESSIONS @ Capture session mode is enabled

ek SYSTEM TODLS () Encugh idle time (>= 2 hours) is allowed for discannected sessions

i:é; ADVANCED @ Disconnected sessions are not automatically terminated

‘EG’ ADD-ONS Users and Groups
User/Group name Always prelaunch Prelaunch before o
2+ Add user or group
@57 LICENSE Users
DESKTOP-13300CE b enjamin No 08:00
Remove
Schedule
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Overview

The session prelaunch feature enables Tsplus Remote Access administrators to configure user sessions to launch before a
scheduled time. Theideaisto prepare and load the session of every configured user ahead of time, so that once a user
connects, they capture their specific session. This can cut connection wait times from minutes to seconds.

Prerequisites

Prelaunch requires multiple prerequisites to be met.

Prerequisites

@ Capture session mode is enabled
@ Enough idle time (== 2 howurs) is allowed for disconnected sessions

@ Disconnection sessions are not automatically terminated

1 - In order to capture a session, captur e session mode must be enabled. This means you won't be able to benefit from
thisfeature if the multi-session configuration is mandatory for your users.

2 - Since the prepared session |oaded ahead of time needs to be present (not logged of) when the user connect and
capturesit, aminimum of 2 hours of idletime for disconnected session must be allowed. Y ou can of course also set
the session settings so that it never logs off a disconnected session.

3 -Since the prepared session is disconnected once loaded to reduce the overall resource usage, the session settings
must be configured not to automatically log off disconnected sessions.

Important note! Each configured user will need to authenticate at least once through the T Splus Web Portal after
the session prelaunch featureis enabled to make the T Splus services able to open the configured user session.

Session Prelaunch compatibilities

Session prelaunch is compatible with HTML5 sessions and generic RDP sessions opened via generated client or mstsc.

It is however not compatible with the Remote App connection or custom RDP connections made for opening a specific
program.
As aresult, connections coming from the TSplus Web Application Portal are not supported.

Enable the feature

To enable the session prelaunch feature, simply click on thetile labeled " Session prelaunch is disabled - click to enable"
near the top of the window.

® Session prelaunch is disabled - click to enable
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If any of the prerequisites aren't met when enabling Session Prelaunch, you will be asked if you want to automatically
configure session settings to meet the prerequisites and use the feature. Note that changing session settings may require a
reboot.

Test the session prelaunch

Once enabled, you will be able to quickly test the feature by clicking on the button "Try prelaunch now" at the top.

Try prelaunch now

In the windows that appears, enter user credentials so that TSplus services can prelaunch the session for this specific
user.

Try prelaunch now — et

Try prelaunching a session for a user.
Pleaze fill out the user credentials.

|ser credertials

Domain | |

|lsemame | |

Password | |

1. Prelaunch

Click on "Prelaunch” to start and load a new session for this user.
Wait until it is fully loaded, and then click on "Connect" to capture the freshly loaded session.

Manage configured users and groups

To add session prelaunch users and groups, simply click on "Add user or group”.
To edit or remove a configured user, select the matching user/group in the configured user/group list, then click on
"Schedul€" to change the "prelaunch before' time, or the "Remove" button to remove the user.
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Users and Groups

User/Group name Always prelaunch Prelaunch before ;_'_ Add user ar group

Users

DESKTOP-I5300CE\benjamin Mo 08:00
Remove

Schedule

After clicking on "Add user or group", you will be asked the user/group name to configure as well as the time before
which the session needs to be loaded, called "prelaunch before" here.

Y ou can also configure this user/group to always have a session prelaunched when connecting instead of having to
scheduleit by selecting "Y es' on the "Always prelaunch” option.

2+ Add user or group — >

C}\ Find user or group in local computer or AD

User/Group name ||

Enter a user/group name or click to add a user/group from AD

Type (O User () Group

Always prelaunch O Yes ® No
If you want this user/group to always have a prelaunched session available

Prelaunch before |ﬂ'[|'3ﬂ'[|' =

Enter the hour before which the session needs to be prelaunched evenaday

Save
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Application Publishing

Overview

TSplus supports 4 different kinds of Application Publishing:

e Microsoft Remote Desktop.
The user will see the full Windows Remote Desktop in the session.

e TSplusTaskbar.

Any application, folder, shortcuts, documents... copied on the user's Desktop folder will be published with the

TSplus Remote Taskbar.
In this case, the user does not have any access to applications other than those decided by the administrator.
Application Control has a much finer grain.

e TheFloating and Application Panels.
All the applications can be published on a mini drop-down list or on afolder which you can customize.

e Assigning one, two, three, or more specific applications to a user/group.
In this case the user will only see their assigned applications when opening a session.

Thereisapriority ruleto remember: The Microsoft Remote Desktop has the highest priority, then the TSplus
Taskbar, then specific applications.

If auser has a specific application assigned and T Splus taskbar or Microsoft Remote Desktop, they will not see the
specific application because they have alower priority.

Managing Applications using the Admin Tool

Y ou will add, edit or remove applications using the AdminTool, by clicking on the " Applications" tab -> "Publish":
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12REMOTE,

(2 REMOTE o
PLUS ) Help English
1t » Applications
{n HomE
Add Application Edit Application Remove Application Assign Application
[ appLicaTIONS
Select an Application to Edit or Assign users/groups to it Display Mode: |DLarge|cons | Order by: |®Dateauded -
(P PRINTER
Desktop, Taskbar, Floating Panel and Application Panel
© we J i ] ) b users
Microsoft TSplus Remote  FloatingPanel Application  Desktop folder
Remote Desktop Taskbar Panel
BEa rarm
Published Applications
o )
SESSIONS
= __J

Motepad
Q& SYSTEM TOOLS

I8 Apvancen
¢ ADD-ONS

(@@ LICENSE

Click on the"Add Application” tilein order to publish an app:

Tl New Application — >

Path/Filename:
|C:\F‘mgram Files (<B86)\Foxit Software Foxit Reader'Foxit Reader exe

O

Start Directory:
|C:\F‘mgram Files (x86)\Foxit Software*\Foxit Reader

0

Display Mame:

| Foxit Reader |

Command line option:
Window State:
Default (Maxdmized if single application on Web/Mobile client)

Folder:
ftopdevel) e @

Save Test Cancel

1. Foxitis published as an example. To publish an application, click on the " Add application” button, then locate
the path of the executable of your application by clicking on browse, then set a name for this application in the
dedicated field.

2. Youmust click onthe" Save" button to store any modification.

3. After declaring a new application, we recommend to use the " Test (start selected)" button to check that the

application isfunctional before assigning it to your users.

© TSplus - www.tsplus.net



SIREMOTEAC(

TSplus Remote Access - Documentation

4. You can specify for each application if it will be launched maximized, minimized, assigned to all the usersor
if it will be hidden after launch.

5. You can add acommand line option if you need to add some extra parameters which are usually set in the
shortcut properties of the application.

6. Since TSplus 12.40 version, you can now create a new folder in which you can publish your applications.
(See below for more information) By default, they are published on the top-level folder.

Note: Y ou can change the orders of applications by clicking on the left or right arrows, next to the "Assign Application”

button:

Add Application

Edit Application

Remove Application

Assign Application

Managing Applications Folder using the Admin Tool

Y ou can add, edit or remove Applications Folder on the same dashboard.
First by publishing an application, then by clicking on the "+" button at the bottom-right under the "Folder" selection:

Path/Filename:

Tl New Application

|C:'-.F'n:ugram Files («B6)"\Foxit Software Foxit Reader'Foxit Reader exe

Start Directony:

|C:'-.F‘n:ugram Files (x86)\Foxit Software*\Foxit Reader

Display Mame:

| Foxit Reader

Command line option:

Window 5State:

Folder:
ftopdevel)

Save

Default (Maxdmized if single application on Web/Mobile client)

Test

Cancel

Then enter the name of your new folder:
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T} New Application

Path/Filename:

|C:\F‘mg|—.:|m Files (eB6)"OpenCffice 4 program*scalc.exe

Start Directorny:

|C:\F‘mg|—.:|m Files (86

Display Mame:
|Spreadshee¢s

Command line optid

Window State:

Tl TSplus - New Folder

Falder name:

(Please use only |etters, digits, spaces. dots, hyphens and

underscaores)

|D’Ffice Programs|

oot o
Folder:
top-eve) v [@]
Save Test Cancel
The Folder then appears under your published Applications:
u TSplus - Administration Console - X
TSREMOTEACCESS =

1Rt HoME

[ appucaTiONS
(Sh PRINTER
@ wes

B rarm

o
2, sessions
R svsTem To0Ls

83 ADvANCED

{7p ADD-ONS
(@5 LICENSE

-} Add Application Edit Application

Select an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Floating Panel and Application Panel

5 = = = —
@ =
Microsoft tsplus  FloatingPanel Application  Desktop
Remote Remo... Panel folder
Desktop

Published Applications

Motepad

Programs

Remove Application

Assign Application

Display Mode: |3 Large Icons

~| Orderby: |“D Dateadded

o)
= Users

Double-click oniit to see, edit or remove each published application:
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Add Application Edit Application Remove Application Assign Application

Select an Application to Edit or Assign users/groups to it
Published Applications - Office Programs

I 8 B B

Spreadsheets Writer Presentations

Each time you publish an application, you can select or create the folder in which it will be published:

Databases Settings . W

Path/Filename:
|C:‘xP‘mgmm Files (xB6)"OpenCffice 4'program‘shase exe | =
Start Directorny:
|C:\P‘mg|am Files {<86)"OpenCffice 4'program | =

Display Mame:
|Databases |

Command line option:

Window State:

Default (Maximized if single application on Web/Mabile client) e
Folder:

Y ou can then assign the Folder to users or groups as an application, and publish it, like any application with the T Splus
Remote Taskbar, the The Floating Panel and Application Panel or the Web Portal.

See this documentation for more information on applications assignments.

|mportant remarks

o After installation, the default setting is: Any RDP user will see the complete Microsoft Remote Desktop.

e The TSplus Taskbar publishes al shortcuts copied in the user's Desktop folder. When selecting T Splus Remote
Taskbar, you can request to automatically copy any of the shortcuts available in the All Users Desktop folder
and/or, to automatically create shortcuts from applications assigned to the users with Application Control.

See this video on how to publish applications.
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Assigning Applications to Users or Groups

Overview

Once you have published some applications, you can publish them to one or more users and/or groups.
To do so, double-click on the application you wish to assign or click on the application, then on the "Assign Application”

tile:

The following window will be displayed

Tﬂ, TSplus - Administration Console -

2 REMOTE

{ar HOME

[ Appucanions
[P PRINTER
@ we

BEa rarm

2, SESSIONS
% SYSTEM TOOLS
83 ApvanceD
7> ADD-ONS
(@57 LICENSE

{Ar > Applications

Add Application Edit Application

Select an Application te Fdit or Assign users/graups to it
Desktop, Taskbar, Floating Panel and Application Panel

Q0 o B8 0O

Microsoft ~ TSplus Remote  FloatingPanel  Application
Remote Desktop ~ Taskbar Panel

Published Applications

Hlotepad;

— x

Lite Mode

Help English -

Remove Application Assign Application

Display Mode: | largelcons | Orderby: |0 Date added  ~
D Users

Desktop folder

. It allows you to assign applications to a selected user or group:
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Th TSplus - Administratien Console

— x

Rt HOME

[ AppucATIONS
(Sp PRINTER
® wes

B rarm

2 SESSIONS
ek SYSTEM TOOLS
8% Apvancen
{7p ADD-ONS

(@57 LICENSE

Seiect an Application |

TS REMOTEACCESS

-}~ Add Applicatiy

Sel

Desktop, Taskbar, o

G 1.

| Notepad User Assignment

ect which users and groups will be able to see and run this

application:

All authenticated users
Spedified users and groups

sers and Groups

- [m] X

L, Lite Mode
() Help English -

. Assign Application

[ Large Icons v| Order by: |-® Date added v|

Microsoft 51 [ DESKTOP-NQIKIVT\Edgar

Remote... Rel

Published Applica|

|

Notepad

Add... Remove

Save Cancel

o)
= Users

How to Assign an Application to a user (or a group)

Y ou can either assign an application for al authenticated users or to specified users and groups. If you wish to assign an
application to a specific user or group, just click on "Add", then enter the name of the user or group you wish to assign
the application: On this example, Foxit will be assigned to the Remote Desktop Users Group. Click on 'Ok

TR TSplus - Administration Console

— X

1 HomE

[ AppucaTIONS
(Sh PRINTER
@ wes

B rarm

°
2, sessions
R, svsTem T00LS
@ ADVANCED

> ADD-ONS

(@57 LICENSE

TS REMOTEACCESS

EL, Lite Mode
@ Help English -

£ Assign Application

R I T — - O x
Select Users or Graups X
Seiect an Application ~| Orderby: |9 Date added v

Desktop, Taskbar, | | Select this object type H

= [=| |Users or Groups | Object Types...

L 2, Users

— | From this location:

Microsoft 15
memote. et | |DESKTOPNGIKIVI || Locations...
Published Applica | Enterthe object names to select (examples)

; power users| Check Names
Motepad

Advanced Cancel

Add... Remove

Save Cancel

Then on Save;
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« ] Motepad User Assignment — O >

Select which users and groups will be able to see and run this
application:

() Al authenticated users
@ Specified users and groups

Users and Groups

DESKTOP-MNQIEIVT\Edgar

DESKTOP-MOIKIV T WPower Users

Add... Remove

Save Cancel

Manage applications per Users/Groups in bulk

The Applications - Users submenu allows you to see which applications are assigned per user or per group, by clicking
on the "Select a User/Group" tile, then entering its name:

u T5plus - Administration Console — *
TS L, Lite Mode
w2 REMOTEACCESS @nee  Eain
far HoME £ Selecta User/Group
O apeucations Select a user/group to display and change applications assigned to it Display Mode: | i= List v | Order by: |{9 Date added v
Desktop, Taskbi 2+ Select a User/Group = X }_
(Sh PRINTER DC‘}M" 9
icroso
Select User or Group X

O[Atsplus Ren [] publish
& wes O[T FioatingPd | select this object type:

B0 appiicetio |UEE'“'GWUD | Object Types..

O [ Desktop
B rarm ) From this location

Published Appl | 1o e oP NGk " |

O @ otepa [ | [ Locations

2, SESSIONS
Enter the object name to select (zxamples):
Edgarl Check Names

R SYSTEM TOOLS
8 anvancen e Cancel
{7» ADD-ONS
(@57 LICENSE

On this example, you can see that the Microsoft Remote Dekstop, Notepad, Foxit and OpenOffice where all assigned to
the user "Edgar":
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Lite Mode
sz REMOTE
= Help English
it > Applications Users
1t HoMmE
Select a User/Group Applications assigned to User TSPLUS\utilisateur
[ appLicaTions
Setect a user/group to display and change applications assigned to it Display Mode: | = List | orderby. [@pateacaza -
(Eh PRINTER
Desktop, Taskbar, Floating Panel and Application Panel
Cl Microsoft Remate Desktop Publish
® wes ) BB T5plus Remate Taskbar s
[ EJ FoatingPanel
m FARM \:I O application Panel
[J I pesktop folder
Published Applications
]
SESSIONS
= I Notepad

K SYSTEM TOOLS
8 Aovancen
qap ADD-ONS

(@57 LICENSE

Rules for Microsoft Remote Desktop, T Splus Remote Taskbar,
Floating Panel and Application Panel

¢ You can customize your user's work environment by assigning one application out of these four: Microsoft

Remote Desktop, TSplus Remote TaskBar, Floating Panel and Application Panel.
e If no application is assigned to one user, he will see the Microsoft Remote Desktop which will display the

Desktop folder shortcuts.
o |If one user has several alocations plus the Microsoft Remote Desktop, he will see a remote desktop.

o If auser has severa applications plus the TSplus TaskBar, he will see the TaskBar displaying his Desktop folder'
shortcuts.

For more information on the Remote Taskbar, Floating and Application Panels, see these documentations: Remote
Taskbar, Floating and Application Panels

Running scripts/programs on session opening

o If you want to start a script when the session opens, you must name it LOGON.BAT or LOGON.CMD and copy
this script:
o Inthe Application Data folder of All Usersif this script appliesto all users,
o Inthe Application Data of the user if this script applies to this user.
o |If you want to start a script on the client side when a session is opening, you just have to name a program
STARTUP.EXE and to copy it at the home drive of the user PC (C:\startup.exe).
¢ If you want a program to be started as a service when the TSplus server reboots you have to name this program
STARTUP.EXE and copy it in the folder: C:\Program Files\T Splus\UserDesktop\Files\ .

See this video on how to Assign Applications.
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Assigning Applications to Users with Azure
Active Directory

Overview

To assign an Azure Active Directory user to an application from the AdminTool > Applications > Users :

Select a UserfGroup

Serect g useragraug Lo dispiay and change applicatians assigned ta it

Desktup_ Taskbhar Flnablinn Panel and dnnlicratinn Panesl

Z+Select a User,/Group [_ [CT] x| |

DL_:.‘J'Michsuft

DleSplus Re

O |:|F|-:~atingP Find local or Active Directory W3ers or groups

O Capplicatic

O [Boesktop 1

Published Appl Or type directly the name of an Azure &ctive Directaory usen

- .&.zure.ﬂ«D\TthasMnntalcind
D._._jNDtepad
DE&MyApplic
Select user ar graup

Local or Active Directory users must be selected using the Find Local or Active Directory Users or Groups button. Only
external users can be entered directly into the text box.
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RemoteApp On Client Feature

In the past the generated T Splus Portable client was the usual method for a user to start applications. The 10.50 release
introduces an icon in the notification area which gives to each user the list of all of his Remote Applications. Within
this application list, the user can select the one he wants to start.

Thisisanew way for administrators to deliver remote applications (referred to as “ RemoteApps®) to their users.
Specifically, RemoteApp On Client enables a straightforward publishing process that allows applicationsinstalled
directly on the server to be provided to users, allows RemoteA pp programs to run side-by-side with local programs, and
offers integration with a custom “launcher” application to make it ssmple for usersto find and launch RemoteApp
programs.

The user Application list will also appear in the Start menu under All Programsin afolder called My Remote
Applications. To deploy this new amazing TSplus capability is simple: The Administrator have generated new
connection clients and alowed it with the AdminTool. This guide will explain step by step what will happen when the
administrator will enable this new feature and will deliver to his users a new generated connection client.

Example: The user "Laurd’ is using TSplus to access her remote application. To do so, sheisusing a generated client
named L aur aPor tableClient.exe. When she runs it on her PC she gets the following result:

However, the administrator did provide her a new one, created with the TSplus 10.50 release. She will haveto run it at
least once to benefit from the new RemoteApp On Client feature. When the administrator is adding/removing
application to a user, such change will be set on the server side at the next logon. It means that the current session will
not reflect such modification. The Advanced tab of the AdminTool has an option to enable or to disable this RemoteApp
On Client feature, by default, it is enabled:
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m TSplus - Administration Console -

1 HomE
[ areucamions
PRINTER

WEB

SESSIONS

L B A @
i

SYSTEM TOOLS

ADVANCED

&

qnp ADD-ONS

(@57 LICENSE

Advanced Settings

“ Product

" Lockout

Contextual menu

! Logs

IS IREMOTEACCESS

Backup / Restore your Server Parameters

Name

Desktop for all users
Application Command Line

Remote Application Menu Default (ves)

Remote Application Menu Title
Background Color
Use "All Users” desktop shorcuts

Fallback application path if no assigned application

Disable Notification Center

Disable the daughter process handler
Force logoff if no assigned application
Printer: Reset User Settings on logon
Allow screen saver

Download Target Folder

Upload Target Folder

URL on Client - Enable “tel:" protocol
Use Windows Shell

Force WinXshell

Add a delay when the session is opening
Daugther Process Wait Duration

File Browser

Delete file after transfer

Use WinXshell when required

Default (My Remote Appli...
Default (10841658)
Default (No)

Default (Yes)

Default (Noj

Default (No)

Default (Noj

No

Default (eDESKTOP%)
Default (5eDESKTOP?%)
Default (Noj

Default (Ves)

Default (Noj

Default (0)

Default (2000)

Default (Use Windows Ex.
Default (Noj

Yes o

Y ou can change the menu name as you wish, by clicking on the Remote Application Menu Title below, and adding it on

the value box:

stration Console - 12.

1 HOME

[ AepuicaTioNs
(Sh PRINTER

@ we

B arm

2 sEssioNs
% SYSTEM TOOLS
£33 Aovancen
{> ADD-ONS

(57 LICENSE

TSRLUS

Remote Access Management Console

£-)  Backup /Restore your Server Parameters

Advanced Settings

24, Product
;,. Security

£ Session

Mame Malue
Desktop for all users No
Application Cammand Line Default (Ves)
Remote Application Menu Default (Yes]
| Remote Application Menu Title Default My Remote Applicati.. |
= 0847658)
Tl TSplus - Edit Setting X o)
Remote Application Menu Title
a)
Description: o)
Title to display in Remote Application Menu
feDESKTOP3:)
feDESKTOP3:)
fes)
o)
]
se Windows Explo...
Malue:
|My Remote Applications

What will happen on her PC when she will run once her new generated client: She will see a new icon in the Notification

Areaof her local task bar.

My Remote Applications new icon

Application list menu
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My Remoie Apphcatsons

She will also see anew entry within her Start menu Program list named " My Remote Applications":

She will now be able to select one of these listed applications and to start it as a RemoteApp. She will not need to use the
provided LauraPortableClient.exe generated client.
For example, if she selects the Floating Panel, she will get this result:
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