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TSplus Advanced Security - Getting Started

Prerequisites

TSplus Advanced Security requires the following prerequisites.

o Operating system: Microsoft Windows version 7, Service Pack 1 (build 6.1.7601) or Windows 2008 R2, Service
Pack 1 (build 6.1.7601) or higher.

The following prerequisiteswill be automatically installed by the setup program if missing:

e Runtime: .NET Framework 4.5.3 or higher

o Microsoft Windows 7 SP1 and Windows 2008 R2 SP1 require an additional update to support SHA2 Cross
Signing (KB4474419). This update allows TSplus Advanced Security built-in firewall and ransomware protection
to run properly.

Please refer to the documentation for more details about prerequisites.

Step 1: Installation

The latest TSplus Advanced Security setup program is aways available here: Latest TSplus Advanced Security setup
program. Please download the setup program and follow the setup assitant wizard.

TSplus Advanced Security setup programe does not usually require to reboot your system to complete the installation.

Any new installation starts afully featured trial period of 15 days. Please do not hesitate to contact us should you face any
hurdle or if you face any issue will configuring T Splus Advanced Security.

Once the installation has completed, anew icon is displayed on your Desktop. Double-click on thisicon to open TSplus
Advanced Security and start configuring the security features.

Please refer to the documentation for full installation instructions.
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Step 2: Configuring TSplus Advanced Security

Y ou have launch T Splus Advanced Security and begun configuring features to protect your server from malicious
activities and enforce strong security policies.

W TSplus Advanced Security - 6.2.5.17 — X
& Expert Mode
J 2 ADVANCED - Ultimate Protection
(@) Help English -
£ RANSOMWARE PROTECTION PREVENTED THREATS
® Ransomware Protection is disabled. ﬂ This feature is not enabled
4
ﬁ Start the learning period (detected apps will be added to program allow list). h 0IF address blacked

@ This feature is not enabled
x BRUTEFORCE DEFENDER

@ Defense against bruteforce attacks enabled

o= Manage blocked IP Addresses Q See all events
® HOMELAND ACCESS PROTECTION LICENSE
® Connections allowed from anywhere @ Trial License 15 days

+ Addyour country

[ PERMISSIONS (© WORKING HOURS i SECURE DESKTOPS [Je=npPoINTS

On the left column, the homepage allows a quick access to configure the Ransomware Protection, Bruteforce Defender
and Homeland Access Protection features.

Start Ransomware Protection's learning period to allow Advanced Security to identify legit applications and behaviors on
your system by clicking on the following tile:

@ Start the learning period (detected apps will be added to program allow list).

Bruteforce Defender is usually up-and-running following installation. Otherwise, click on the Repear defense against
brutefor ce attacks tile to resolve issues and applys the required system configuration. By default, this feature blocks
attaguants following 10 failed login attempts.

x BRUTEFORCE DEFENDER
® Windows Logon Audit is MOT Enabled - Logon Failures are NOT Monitored

% Repair defense against bruteforce attacks
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Finally, add your country in the list of authorized countries from where clients are allowed to connect. Click on thetile
Authorize connections from another country and add your country to configure Homeland Access Protection

® HOMELAND ACCESS PROTECTION

I\! Connectians restricted to selected countries

+ Authorize connections from another country

You are al set! Don't forget to activate your license and to update to the latest version to keep Advanced Security
protection at its best!

Step 3: Reviewing prevented threats

Now that you have configured Advanced Security key features, prevented threats will be reported in the prevented threats
section, as show below:

PREVENTED THREATS
E This feature is not enabled
0 IF address blocked

673 remote accesses denied since 05 mai 2022 22:40:16

CloudSaurce IP Protection protects your computer against 614 3458 885 IP
addresses,

®@ © X

Q See all events

For example, Homeland Access Protection feature has prevented 673 unwanted connexions from unauthorized countries.

Also, the Hacker |P protection keeps the machine protected against known threats by blocking more than 600 000 000
known malicious | P addresses.

All the security events can be displayed by clicking on the See all eventstile.

Step 4. Leveraging other security feature to enhance protection

At the bottom, four other security features can be accessed and configure to enhance your machine's protection.
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¢ Adjust and monitor access privileges on your local filesystems, printers and registry keysto ensure every user has
access to relevant resources, with the Permissions feature.

o Define period of time where users are authorized to login with the Working Hours feature. Userswill be
disconnected passed their allowed working hours.

e Customize and secure user sessions with the Secure Desktop feature. Customize, hide, deny access from items of
the session interface for local users.

¢ Validate the name of the remote client when a user connects to your machine with Endpoint Protection. This
feature validates client machine names for each remotly connected user.

Thereismore! Switching to advanced mode grant you access to more capabilities.

Step 5: Becoming an advanced user
Advanced Security has changed itslook since version 6. A Lite Mode and an Expert M ode have been introduced.
Expert Mode displays a more detailled interface with access to features and advanced settings.

Administrators can toggle between the two interface styles by clicking the button in the upper-right corner of the
application.

U TSplus Advanced Security - 6.3.5.16 [_ O[]
- _______________________________________________________________________________________|

%Expell Mode
@ el English

42 ADVANCED - Ultirnate Protection

Thank you for using TSplus Advanced Security!
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TSplus Advanced Security - Prerequisites

Hardware Requirements

TSplus Advanced Security supports 32-bit and 64-bit architectures.

Operating System

Your hardware must use one of the operating systems below:

Windows 7 Pro

Windows 8/8.1 Pro

Windows 10 Pro

Windows 11 Pro

Windows Server 2008 SP2/Small Business Server SP2 or 2008 R2 SP1
Windows Server 2012 or 2012 R2

Windows Server 2016

Windows Server 2019

Windows Server 2022

Both 32 and 64 bits ar chitectures ar e supported.

Software Requirements
TSplus Advanced Security requires the following prerequisites:

e Runtime: .NET Framework 4.5.3 or higher

o Microsoft Windows 7 SP1 and Windows 2008 R2 SP1 require an additonal update to support SHA2 Cross Signing
(KB4474419). This update allows TSplus Advanced Security built-in firewall and ransomware protection to run

properly.

Note: These prerequisites will be automatically installed by the setup program if they are missing on the system.
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Installing TSplus Advanced Security

Installing Advanced Security

Run TSplus Advanced Security Setup program and then follow the installation steps.

Y ou must run the setup program as an Administrator.

2| ADVANCED

Thank you for downloading TSplus Advanced Security

TSplus Advanced Security is a complete Remote Desktop security tool. An intuitive interface, easy user-access
management and intelligent ransomware protection all work together to keep remote environments safe and
productive.

Select the setup assistant language if not detected automatically.
Then, select one of the two options: Recommended or Advanced by clicking on the corresponding boxes.

The Advanced option adds aditionnal steps which alows you to: * Only download setup (do not install) * Use custom
proxy settings

Read the licensing agreement and click "I agree" to resume installation.
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License Agreement

TSplus Advanced Security license agreement -

Software

You should carefully read the following terms and conditions before opening the software package, or if downloaded, before using such
downloaded software. Opening the package or using the software, if downloaded, means you accept these terms and conditions and understand
that they will be legally binding on you and TSplus Advanced Security. If you do not agree with these terms and conditions, or do not want them ta
be binding on you, you should promptly return the package unapened for a full refund or delete the downloaded software from any storage
medium that it is stored on.

Ownership

You acknowledge and agree that TSplus Advanced Security (licensor) is the owner of all rights, title and interest in and to the endlosed disks
and/or cdrom and/or the downloaded TSplus Advanced Security software, if downloaded, and the computer programs contained therein in
machine readable object code form as well as the accompanying user documentation along with all subsequent copies thereof, regardiess of the
media or form in which they may exist (collectively the “software’). The software is protected by copyright laws and international treaty provisions,
and this license agreement does nat canvey to you any interest in or ta the saftware, digital content, or any accompanying printed materials, but
only a limited right of use and limited reproduction which is revocable in accordance with the terms of this license agreement.

License
Grant of license,
Licensor hereby grants and you accept a nonexclusive license to use the software in accordance with the terms of this agreement.

Remote Desktop/Remaote Assistance.

The Software contains Remote Desktop and Remote Assistance technologies that enable the Software or applications installed on the TSplus
Advanced Security Computer [hereafter referred to as a Host Device] to be accessed remotely from other Devices. You may use the Software's Remote
Desktop feature to access the Host Device from any Device provided you acquire a separate Software license for that Device (for example, you may

use any Windows XP based laptop to remotely access one TSplus Advanced Security Host Devicel, When you are using Remote Assistance (or other
software which provides similar functianality for 3 similar purpase) you may share a Session with other users withaut any limit on the numberaf
Device connactions and without acquiring additional licenses for the Software. For Microsoft and non-Microsoft applications, you should constit ¥

| agree

The program will install on your computer.

A progress bar is displayed at the bottom and reports the progress of the installation.

TS ADVANCEDSECURITY

KEEP YOUR NETWORK SECUIRE!

Intelligent
Ransomware
Protection

Restrict Access to
Working Hours Only

Easy Reporting and IP
List management

Installing

Please wait, this may take a few minutes.

Please be patient, asit can sometimes take up to afew minutesto fully install the software.
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Installation Complete

You have successfully installed TSplus Remote Access!

Once the installation has completed, you can start using TSplus Advanced Security!

Thefreetria versionisfully featured for 15 days. Don't forget to activate your license and to update to the latest version
to keep Advanced Security protection at its best!

Advanced installation scenarios

The TSplus Advanced Security Classic Setup program handles the following scenarios as it can be executed from the
command line:

o Install silently, by providing the /VERY SILENT /SUPPRESSM SGBOXES parameters

¢ Prevent rebooting at the end of the setup, by providing the/NORESTART parameter. This parameter is usualy
used along with the above.

¢ Volume Licensing to activate your license directly while installing (please refer to the documentation or contact
us for more information)

Uninstall TSplus Advanced Security

In order to completely uninstall TSplus Advanced Security, open the directory C:\Program Files (x86)\T Splus-Security.

© TSplus - www.tsplus.net
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| B < | Program Files (x86) O >
Home Share View 0
« v A » ThisPC » Local Disk (C:) » Program Files (x26) v O Search Program Files (x36) »
Program Files (x86) = Mame Date medified Type Size &
Commen Files TSplus File folder
Foxit Software TSplus-Security File folder
Google Windows Defender File folder
Windows Mail File folder
gs
Windows Media Player File folder
Internet Expl
niem plorer Windows Multimedia Platform File folder
Java Windows NT File folder
Micrasoft.NET Windows Photo Viewer File folder
Meozilla Firefox Windows Portable Devices File folder
e o oma e - < e o B o] Cilm fnlodme <
21items 1 itemn selected =
. " . o . . .
Then, double-click on the "unins000" application to execute the uninstall program.
| B =1 Application Tools  T5plus-Security m] X
Home Share View Manage o
&« v P » ThisPC » Local Disk (C) » Program Files (x86) » TSplus-Security » v B Search TSplus-Security p
Internet Explorer " Mame Date modified Type Size "
lava B TSplus-Security.exe.config CONFIG File 2KB
Microsoft.MET W TSplus-Security-Service Application 191 KE
Wozilla Firefox ﬁ TSplus-5ecurity-Service.exe.config CONFIG File 5KB
TSplus-5 -5 Applicati 438 KB
Mozilla Maintenance Service ! plus-Security-Session fppliestien
u TSplus-Security-Session.exe.config CONFIG File TKE
OpenOffice 4 — . R .
[ unins000.dat DAT File 118 KB
RDS-Tools W unins000 Application 1,260 KB
Tsplus | uninsd00.msg M5G File 23KE
TSplus-Security ﬁ VErsion Text Document 1KB
Windows Defender W ﬁ WinDivertSharp.dll Application extens... 25KB W
Hitems 1 item selected 1.22 MB =

Click on yes on the next window to completely remove TSplus Advanced Security and all of its components.

Unless configured otherwise, Advanced Security adds blocking rules to the Windows Firewall. Click "Unblock 1P
addresses’ to unblock and remove al the I P addresses previously blocked by Advanced Security.

Important:: Please be mindful that removing all the rules can take up to one hour. Because of this, we would
recommend to remove the rules directly from the Windows Firewall with Advanced Security console.

© TSplus - www.tsplus.net
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Désinstallation - TSplus Advanced Security
Optional tasks 3
Select any optional tasks to be performed by the uninstall program. .

Would you like to unblock all previously blocked IP adresses?

This may take up to one hour.

[ Unblodk IP addresses

Uninstall Annuler

[ -

The software will be completely uninstalled from your machine.

© TSplus - www.tsplus.net

12



PLUS

ADVANCEDSE : TSplus Advanced Security - Documentation

Updating TSplus Advanced Security

Updating TSplus Advanced Security is easy and can be done by clicking on the corresponding tile, from the Homepage:

W TSplus Advanced Security - 5.4.11.22 = X

@ ~2 ADVANCED 2 - Ultimate Protection

{Rt HOME
Keep threats away from your Windows system.
Prevent, protect and fight cyber attacks.

0\ EVENT VIEWER

@ 10 Dec 12:13:17 D. A connection has been authorized for user DESKTOP-QVTIFVE\utilisateur from computer because this feature is not

& rHomeand enabled for this user

x BRUTEFORCE

@ IP ADDRESSES

Alogon request has been granted for user DESKTOP-QVTIFVE\utilisateur because DESKTOP-QVTIFVE\utilisateur is
10 Dec 12:13:17 allowed

(e A connection has been authorized for user DESKTOP-OVTJFVE\utilisateur from computer because this feature is not
@ ropecriomes [ L nacien ta oo

Alogon request has been granted for user DESKTOP-QVTIFVE\utilisateur because DESKTOP-QVTIFVE\utilisateur is
10 Dec 11:09:08 allowed

D RERMESONS A cti has b ith d fi DESKTOP-OVTIFVE\utilisat i iter b this feats it
. connection has been authorized for user ¥ \utilisateur from computer because this feature is no
@ oovecianans [ [ isneconies b

(© woRrKING HOURS

}Q SECURE DESKTOPS
(%) system audit - 1 issue found an 12/10/2021 12:44:35 PM

[ EenproinTs
® Version 5.4.11.22 - New version available, dick here to upgrade to 6.0.12.6 @ Read changelog

ﬁ RANSOMWARE

8 serines
Help
@5 LICENSE English i @

@ Trial License 14 days

Then, TSplus Advanced Security downloads and applies the update.

Note: your data and settings are always backup before an update and can be found in the "archives" directory, in TSplus
Advanced Security setup folder. See Backup and restore your data and settings

© TSplus - www.tsplus.net
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TSplus Advanced Security - Activating your
license

Step 1: Activating your license from Lite mode

Click onthe"Tria License' button.

v
42 ADVANCED - Ultimate Protection
® Help English -
&) RANSOMWARE PROTECTION PREVENTED THREATS
® Ransomware Protection is disabled. ﬂ This feature is not enabled
@ Start the learning period [detected apps will be added to program allow list), x 0 IP address blocked

@ This feature is not enabled

x BRUTEFORCE DEFENDER

@ Defense against bruteforce attacks enabled

’E Manage blocked IP Addresses Q See all events
® HOMELAND ACCESS PROTECTION LICENSE
® Connections allowed from anywhere @ Trial License 15 days

~+  Addyour country

(© WORKING HOURS ] ENDROINTS [ PERMISSIONS % SECURE DESKTORS

Then, click on the "Activate your License" button.
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W TSplus Advanced Security - 6. - X

2 Expert Mode
@ Help English -

2 ADVANCED - Ultimate Protection

e

@}a Activate your License

E Buy Mow

Rehost an existing license
r:) Refresh your license

License Status

@)ﬂ Trial License 15 days

B computern [ =S

@ Computer name: DESKTOP-QVTIFVE

Protection Status

II Homeland Access Protection II Security Level per user
@ Brute-Force Attacks Defender 11 Endpoint Protection and Device Control
" ‘Woaorking Hours Restrictions " Ransomware Protection

If you do not know you activation key, please proceed to step 2. Otherwise, proceed to step 3.

Step 1 bis: Activating your license from Expert mode

Click on the "License" tab.

TSplus Advanced Security - 6 - X
P ity

% Lite Mode
@ Help English -

42 ADVANCED - Ultimate Protection

1t HOME
Q\ EVENT VIEWER

(@57 Activate your License

g Buy Now
& HomELAND
ehost an existing license
Rehost ting |
x BRUTEFORCE
@ |P ADDRESSES (:) Refresh your license
D PERMISSIONS License Status

@7 Trial License 15 days

B compurer: [ |

(@  computer name: DESKTOP-QVTIFVE

(© workiNG HouRs

+5
e SECURE DESKTOPS

[ enppoinTs
Protection Status

@ RANSOMWARE Il Homeland Access Protection Il Ssecurity Level per user

@ Brute-Force Attacks Defender ] Endpoint Protection and Device Control
81 semnes

" ‘Working Hours Restrictions I I Ransomware Protection

(B85 LICENSE

Then, click on the "Activate your License" button.
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W TSplus Advanced Security - 6. - X

2 Expert Mode
@ Help English -

+2 ADVANCED - Ultimate Protection

e

Activate your License

R

Buy Mow

0

Rehost an existing license

o

Refresh your license

License Status

@E Trial License 15 days

B computern [ =S

@ Computer name: DESKTOP-QVTIFVE

Protection Status

II Homeland Access Protection II Security Level per user
@ Brute-Force Attacks Defender 11 Endpoint Protection and Device Control
" ‘Woaorking Hours Restrictions " Ransomware Protection

If you do not know you activation key, please proceed to step 2. Otherwise, proceed to step 3.

Step 2: Retrieve your activation key from the Licensing portal

In order to get your Activation Key, connect to our Licensing Portal and enter your Email Address and your Order
Number:

Download the Customer Portal User Guide for more information about your customer portal.

Y our activation key will be displayed at the top of the dashboard:

Licensing Management App  Heme  Orcers Logout

| Your activation key t=: NAGQR-

Licences

Application  Numérs de Série | Jours  Utilisateurs  Edition Numére de Date Suppom?  Actions
Computer Commands
Taplus <] - 3 Enlerprise 11408 2020401- = -
27 e Dtk
TSplus PED - 10 Enerprise  JWT 19 2019-05- == =
2% LB Diétails
TEplus F24 25 Enlenprise  JWT1E 2018-10- =
X
18 Dtz
TSplus PEE 10 Entenprise  JWT17 201709 =
25 X Détmiz
TEplus PGz - 5 Entenprize  JWT1E 201609- =
1= Voir b
ab = Detals
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Step 3: Select requested licences and Update & Support services for
installed products

Enter your activation key and click on “Next”.

License Activation

Please select the license(s) you want to activate on this computer:
TSplus
[] TSplus Enterprise edition - 5 users
) No Updates/Support
) Update/Support services for TSplus Enterprise edition - 5 users - 3 years
TSplus Advanced Security
[ TSplus Advanced Security Ultimate edition

The licenses listed above are all the licenses currently available for activation on this computer.
If you have purchased mulliple units, only one will be displayed in this list for this computer, and you
will be able to activate the other units on other computers.

4 Back Mext »

Check one or moreitems and click on the “Next” button. Please note that you can activate several products at the same
time by checking several products and/or support subscriptions.

License Activation

Your license has been activated!
+ TSplus Enterprise edition - 5 users
= Update/Support services for TSplus Enterprise edition - 5 users - 3 years
« TSplus Advanced Security Ulimate edition

Thank you for your business!
You can now safely close this window.

All your selected products and support subscriptions are now activated (in this example, both TSplus with support and
TSplus Advanced Security have been activated at once).

© TSplus - www.tsplus.net
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License Status

Permanent license activated. - Enterprise edition - Unlimited users
Computer ID: 2222
Computer name: DESKTOP-F304H4!

End of support date: 5/14/2023

License Status

@3  License Activated - Ultimate Protection edition
@ COMPUTERID 2222

@ Computer name: DESKTOP-F304H41

Refresh your licensing status by clicking on the corresponding button.

Refresh your License

Asaresult, your licensing information are synchronized with the Licensing portal.

License ot

License has been synchronized with licensing portal

OK

Activating your license (Offline)

Please refer to the procedure described for TSplus Remote Access: Activating your TSplus License (Offling)

Rehosting your license

Please refer to the procedure described for TSplus Remote Access: Rehosting your TSplus License

Note:: You can download alicensellic file on the Licensing Portal for TSplus Advanced Security versions below. Please
refer to the Customer Portal User Guide for more information.

Thank you for choosing TSplus Advanced Security!
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Home

This page describes the Expert mode. Please refer to the Getting Started page for a description of the Lite mode
interface.

Click on each tile to know more about each feature

*| Tsplus Advanced Security - 6.3.5.23 [_ o] <]
W € Lite Mode
a2 ADVANCED - Ultimate Protection
@ Help English -
it HoME
& HomELAND o ©
x BRUTEFORCE 1] ©
(&) BLOCKED P ADDRESSES @ =roizssans @ sunchronized Hacker IP addresses protects vour computer agsinst 614 345 656 17 addresses.

@ 23 mai 22:48:47 @ A remote connection has been authorized from IP address 212.106.118.150 because 212.106.118.150 is associated

el RAMSOMWARE with the autharized country France

@ 23 mai 22:40:15 D. Aconnection has been suthorized for user N5204350wmadmin from computer AIHKGZPPONMOGS because this

D PERMISSIONS feature iz not enabled for this user

(© worKING HOURs

++
P SECURE DESKTOPS

(%) system augit- Lissue found on 23/15/2022 23.05:16
[ enpPomTs
@ Wersion §,3.5.23 - You are using the latestwersion ® Read changelog
O‘ EVENTS
() ticense Artivated - Ultimate Protection edition
8 sermnGs
@ End of support date: 2025-04-26
(B LICENSE

The menu bar on the left provides access to the different features. Each tile gives you access to the various features and
settings offered by TSplus Advanced Security.

Advanced Security displays the five last Security Events. Click on any event to open the complete list of eventsin a
separate window.

Below the last events, three tiles provide quick access to:

1. the system audit
2. new version availability

3. thelicense status.

Please select your display language using the dropdown located in the top right corner, should the application did not
detect your language.

Finally, clicking on the "Help" button will redirect you to this documentation.

© TSplus - www.tsplus.net 19
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System Audit

TSplus Advanced Security offers a System Audit located on the AdminTool dashboard.

Theicon on the System Audit button turns red when an issue has been found. Please review them carefully.

W TSplus Advanced Security - 63.5.23

v

{t HOME

@ HomELAND

x BRUTEFORCE

@ BLOCKED IP ADDRESSES
&) ransomware

[ Permissions

(© WORKING HOURS
;;; SECURE DESKTOPS
L[] EenpeoinTs

0\ EVENTS

83 semiNes

(@3 LICENSE

12 ADVANCED

- Ultimate Protection

A new feature is available!

% Lite Mode

@ Help English

Keep your machine protected against known threats such as on-line attacks, on-line service abuse, malwares, botnets and other
cybercrime activities with the Hacker IP Protection. Support and Updates Services subscription is required.

There is no event ta display at this time. Why not trying one of the available security feature?

(%) system audit - 2 issues found on 5/23/2022 11:05:05 PM

@ Wersion £.3.5.23 - You are using the latest version

@ Trial License 15 days

When you click on the system audit tile, you can see that it monitors:

TSplus Advanced Security serviceisrunning.

TSplus Advanced Security has access to the internet and is allowed to check for updates.
TSplus Advanced Security main programs exist.

Windows Firewall is enabled. This audit rule is not checked should Advanced Security be configured to use the
built-in firewall.
Logging is disabled.
Windows minimum password length is greater than zero.
Guest account is disabled.

@ Read changelog

© TSplus - www.tsplus.net
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W TSplus Advanced Security - System audit X

\/ Success - Service TSplus-Security should be running

\/ Success - You should allow TSplus Advanced Security to access Internet to check for updates
\/ Success - TSplus Advanced Security main programs should all exist

\/ Success - Windows Firewall should be enabled

\/ Success - Logging should be disabled in production use

\/ success - Minimum Password Length must be greater than zero

\/ Success - Guest account should be disabled

System audit - Latest check on 10/21/2019 7:3%:36 PM Run system audit

Fixing Minimum Password Length issue

The Minimum Password Length audit ruleisimplemented to alert administrators that an account may not have a
password, which make intrusion very likely to happen in case the machine is facing the internet.

W TSplus Advanced Security - System audit X

\/ Success - Service Tsplus-Security should be running

\/ Success - You should allow TSplus Advanced Security to access Internet to check for updates
\/ Success - TSplus Advanced Security main programs should all exist

\/ Success - Windows Firewall should be enabled

\/ Success - Logging should be disabled in production use

AW’aming - Minimum Password Length must be greater than zero

\/ Success - Guest account should be disabled

System audit - Latest check on 10/21/2019 7:39:36 PM Run system audit

Please modify the minimum password length on your server, under Local Policy/Account Policies/Password Policy, to
fix this major security issue:
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Fh Local Security Palicy = O X
File  Action View Help

&= HE X HE

i Security Settings Policy Security Setting
v f\_;c:unt Pol‘;c:sl. /s Enforce passwaord history 0 passwords remembered
4 Password Policy 5 -
5 Maximum password age 0
» [ Account Lockout Policy lim - P 9

"4 Local Policies Minimum password age 0 days
> [ TR
» ] Windows Firewall with Advanced Security T:\&l Minimum password length - - O characters I

[ Network List Manager Policies 12y Password must meet complexity requirements Enabled

[ Public Key Policies 1/is| Store passwords using reversible encryption Disabled

| Software Restriction Policies

|1 Application Control Policies

.g IP Security Policies on Local Computer
[ Advanced Audit Policy Configuration

R
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Homeland Access Protection

Restrict access from other countries

To alow remote access from only specific countries, select the " Allow connections only from thislist of countries®

button and then click on the "Add country" button.

W TSplus Advanced Security

1A HoME
O\ EVENT VIEWER

& HomEeLaND
x BRUTEFORCE

@ IP ADDRESSES
[ rermissions
@ WORKING HOURS
+7: SECURE DESKTOPS
P

[ enoeoints

) ransomware

8t sermnes

(@7 LICENSE

w2 ADVANCEDS

O Allow connections from anywhere

() Allow connedtions only fram private and whitelisted 1P addresses

@ Allow connections only from this list of countries:

-+ Add Country

> Remove Country

- Ultimate Protection

m Apply now

A popup offering a country list opens. Select the country you wish to add on the list.

Y ou can choose to check the box below to unblock all previously blocked | P addresses for the selected country.

Click on the button "Add Country" to return to the feature main screen.

W Add Country

Select Country

BE |)nited States of America w

Unblock all IP addresses blocked by Homeland protection for the selected country.
This action will be executed when applying changes.

Add Country

Important: In order to save your changes, click on the" Apply" button.
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W TSplus Advanced Security = X

12 ADVANCEDSECURITY - Ultimate Protection

Rt HoME
0\ EVENT VIEWER

@ HomELAND

O Allow connections from anywhere
O Allow connections only from private and whitelisted IP addresses

x BRUTEFQRCE ® Allow connections only from this list of countries:
@ IP ADDRESSES
=+ Add Country ¥ Remove Country

3 rermissions
Bl France i Biretand BE ynited States
(O WORKING HOURS
4+ SECURE DESKTOPS
Vs
L[] EenpeoinTs
&) ransomware

87 sermnes
(@57 LICENSE

m Apply now

In this example, remote accessis allowed for users connecting from United States, Ireland and France.

A confirmation message appears to avoid blocking the connected user. Click "Yes" to confirm and apply the changes.

Confirmation

Please make sure that you have allowed at least your current location,
! or you will be instantly blocked when applying these settings.

Are you sure you want to apply these settings?

Yes Mo

Restrict access from the internet

Homeland can be configured to restrict the access to your machine to only private and whitelisted |P addresses, as shown
below:
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W TSplus Advanced Security = X

a2 ADVANCEDSECU - Ultimate Protection

1t HOME
0\ EVENT VIEWER

@ HomELAND

O Allow connections from anywhere
@ Allow connections only from private and whitelisted IP addresses

x BRUTEFQRCE O Allow connections only from this list of countries:
@ IP ADDRESSES
=+ Add Country ¥ Remove Country
3 rermissions
(O WORKING HOURS
4+ SECURE DESKTOPS
Vs
L[] EenpeoinTs
ﬁ RANSOMWARE

87 sermnes
(@57 LICENSE

m Apply now

Disable Homeland Access Protection

By default, Homeland Access Protection allows access for users connecting from all over the world:

W TSplus Advanced Security — X

A2 ADVANCEDSECU - Ultimate Protection
{7 HomE
@ Allow connections from anywhere
q EVENT VIEWER
O Allow connections only from private and whitelisted |P addresses
@ HOMELAND
x BRUTEFORCE (O Allow connections only from this list of countries:

@ IP ADDRESSES
~+ Add Country ¢ Remove Country
3 Permissions
(© WORKING HOURS
4/ SECURE DESKTOPS
/4
[ enproiNTs
£ ransomware

8% sermines
(@ LICENSE

@ Apply now

Unblocking blocked IP addresses

When an | P address gets blocked, it appears on the |P Addresses. Blocked | P addresses can then be unblocked and
eventually added to the list of allowed IP addresses.
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If you get blocked, we recommend that you try connecting from any country you allowed on TSplus Advanced Security,
for instance by connecting from another remote server or using a VPN service. Y ou can also use a console session to
connect, as this session is not a remote session and will not be blocked by TSplus Advanced Security.

Important:
o Check that you have selected the country where you are currently connected from. Otherwise, your | P address

will be blocked quickly after applying the settings, thus disconnecting you without any hope of connecting back
again from the same | P address.

o Consider adding your own IP address to the list of allowed |P Addresses to avoid being blocked by either
Homeland Access Protection or Bruteforce Protection features.

Undestanding Homeland A ccess Protection

Homeland Access Protection checks incoming TCP network connexion, both IPv4 and IPV6 (except when the legacy
Windows APl modeis configured).

Processes: Homeland A ccess Protection listens to connexions sent to the TSplus Remote Access Web server by defaullt,
if installed. The name of the corresponding processis HTML5 Service. If you wish to disable its monitoring or check
connections destined to other processes, go to Settings > Advanced > Homeland.

Network ports: by default, Homeland Access Protection listens to default ports used for connecting remotely to a
server. These ports include RDP (3389), Telnet (23) and VNC. Homeland supports the following VNC providers: Tight
VNC, UltraVNC, Tiger VNC and Real VNC, which are not related whatsoever with TSplus. If you wish to disable its
monitoring or check connections destined to other ports, go to Settings > Advanced > Homeland.

Detection mechanisms:
Homeland detects inbound connections from unauthorized countries using three differents detection mechanisms:

e Windows AP
e Event Tracing for Windows
e Built-In Firewall

On the one hand, Event Tracing for Windows is an efficient kernel-level tracing facility that capture network eventsin
real time. Event Tracing for Windows is recommended with Windows Firewall enabled (default).

On the other hand, Windows APl works great given any specific network configuration but may add a constant pressure
on CPU depending on the amount of active connections. Please note that Windows API is not compatible with IPv6 yet.

Built-In Firewall enables user-mode capturing and dropping of network packets sent to the Windows network stack.
When the Built-In Firewall is configured to block unwanted connections, it is recommended to useit to enforce
Homeland's allowed countries.

Geolocation: Advanced Security includes geolocation data published by MaxMind, available from
http://mww.maxmind.com. If you find an | P address not registered in its actual country, please contact MaxMind directly
to fix theissue.

Troubleshooting

If you ever notice that Homeland A ccess Protection does not block connections coming from a country which is actually
not in the authorized countries list, it is certainly because:
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Antivirus: In order to block an |P address, Homeland Access Protection adds a blocking rule on the Windows firewall.
So, firstly, the firewall must be active. Y ou also have to check if some firewall parameters are not handled by an other
program, like an antivirus. In this case, you will have to deactivate this program and restart the service "Windows
Firewall". You can aso contact your third-party program editor and ask them to find away for their program to respect
the rules when added to the Windows firewall. If you know any software editor's technical contact, we are ready to
develop these "connectors' for the firewall. Contact us.

VPN: In case the remote client uses a VPN, Homeland Access Protection will get an IP address chosen by the VPN
provider. Asyou know, VPN providers use relays all around the globe to allow its users to browse anonymously. Some
VPN providers alow usersto define the relay’ s country. Thus, users with VPN providers may be relayed through an
unauthorized country. For example, if aVVPN provider choses an IP from Sri Lanka, this country must be authorized by
Homeland Access Protection. Also, if the VPN uses an internal corporate | P address, then the protection becomes
irrelevant.

Firewall / Proxy: The purpose of an hardware firewall is to filter incoming and outgoing connections for large
companies. Asitisonly afilter, it should not modify the originating |P address and therefore should not impact
Homeland Access Protection. However, a proxy would definitively change the originating | P address to use a private
network address, which will always be alowed by Homeland Access Protection. The primary purpose of this feature is
to block access to a server opened to the Internet. If all connections comes from the corporate network, then the
protection becomes irrelevant.
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Bruteforce Attacks Defender

The Bruteforce Attacks Defender enables you to protect your public server from hackers, network scanners and brute-
force robots that try to guess your Administrator login and password. Using current logins and password dictionaries,
they will automatically try to login to your server hundreds to thousands times every minute.

With this RDP Defender, you can monitor Windows failed login attempts and automatically blacklist the offending IP
addresses after several failures.

W TSplus Advanced Security - X

TSplus Advanced Security - Ultimate Protection

1t HoME

IPs Detection

0‘ EVENT VIEWER Maximum failed logon attempts from a single IP address: |10 |5

Reset counters of failed logon attemps after. 2 3 hours
& rHomeand

x BRUTEFORCE [3) Apply Now

Defender Status
@ IP ADDRESSES

@ Tsplus-Security Service is Running - You are Protected
[ rermissions
@ Windows Firewall is Enabled - Blocked IPs cannot connedt
(© WORKING HOURS
@ Windows Logon Audit is Enabled - Logon Failures are Monitored

;’; SECURE DESKTOPS
@ HTMLS Portal Logs enabled - Portal logon failures are monitored
L[] EenppoinTs

ﬁ RANSOMWARE

@ SETTINGS
(@57 LICENSE

@ Manage blocked IP Addresses

¢ You can set the maximum failed logon attemptsfrom a single I P addressinside the | Ps Detection block (by
default, it is 10), aswell asthe time of reset for failed logon attempts counters (by default it is 2 hours).

¢ On the bottom of this window, you can see the Defender status, where you can check if the HTML5 Web Portal
logon failures, the Windows L ogon Failures are monitored and if the Windows Firewall and advanced-security
service are enabled.
In this case, like in our example, al the status are ticked.

e Manage Blocked | P addresses: You can of course configure it to match your needs, for example by adding your
own workstation | P address in the | Ps Whitdlist, so thistool never block you. Y ou can add as many |P addresses
asyou want in the whitelist. These addresses will never be blocked by the brute-force attacks defender.

e YoucanignoreLocal and Private | P Addresses by changing the default setting on the Settings > Advanced >
Bruteforce tab

Note: If you ever notice that the Brute-Force Attacks Defender blocked 10 | P addresses per day and that now, it is not
the case anymore; and blocks one, two or even doesn't block any address, it is actually normal. Indeed, before advanced-
security installation, the server having an RDP port publicly available is known by all the robots, and many robots try the
current passwords and the ones coming from dictionaries. When you install advanced-security, these robots are

© TSplus - www.tsplus.net 28


/advanced-security/ip-addresses
/advanced-security/advanced-bruteforce
/advanced-security/advanced-bruteforce

TS ADVANCEDSECURITY TSplus Advanced Security - Documentation

PLUS

progressively being blocked, so that one day:

e Most of the active robots are already blocked and are not interested by the server, even the new ones.
¢ Also, the server does not appear anymore on the list of publicly known servers.
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|P Addresses

I P addresses management is easy with asingle list to manage both blocked and whitelisted 1P addresses:

TSplus Advanced Security

& Lite Mode

2 ADVANCED - Ultimate Protection
@ Help English -
far HomE + RddIP Address /' Edit TP Address % Remove IP Addressies) F:) Refresh Hacker IP Q, wHors
@ HOMELAND 195 e thee attaw fist will be ignared by TSplus Advanced Security and will not be kiocked by Homeland Access Protectian ar Brutefarce Attacks Defender features,
614 343 459 [P address(es) blocked

x BRUTEFORCE IP Address | Country Status ~ Date | Description | B

B 50 53,5246 Germany Blocked - Homeland Protection 23 mai 2022 213150
@ BLOCKED IP ADDRESSES 184547515 Iran Blocked - Homeland Protection 23 mai 2022 18:29:15

- 95.142.227.134 Iran Blocked - Homeland Protection 23 mai 2022 18:56:4%

BE103.239.53.25 Cambodia Blocked - Homeland Protection 23 mai 2022 18:5404
|‘2| RANSOMWARE ® 51,194228.1 Japan Blocked - Homeland Protection 23 mai 2022 18:47:44

= 180.186.246.171 India Blocked - Homeland Protection 23 mai 2022 18:13:56

&l 51.254.49.105 United Kingdom Blocked - Homeland Protection 23 mai 2022 17:41:21
D PERMISSIONS = 93.174.89.131 Metherlands Blocked - Homeland Protection 23 mai 2022 16:32:0%

B 22371167185 China Blocked - Homeland Protection 23 mai 2022 16:16:46
@ WORKING HOURS 139.162,215.70 United Kingdom Blocked - Homeland Protection 23 mai 2022 15:00;:47

B 54,159,36.90 GErmany Blocked - Homeland Protection 17 mai 2022 09:20:03
45 181.214.206.204 Metherlands Blocked - Homeland Protection 17 mai 2022 09:05:31
"+ SECURE DESKTOPS 182.239.114.204 Hong Kang Blocked - Homeland Protection 17 mai 2022 08:56:04

= 131.214.206.205 Metherlands Blocked - Homeland Protection 17 mai 2022 08:50:1%
.D. ENDPOINTS =177.83.36.60 Ukraine Blocked - Homeland Protection 17 mai 2022 08:16:42

B 45 53,64.1 GErmany Blocked - Homeland Protection 17 mai 2022 07:35:45

B 45.53.65.204 Germany Blocked - Homeland Protection 17 mai 2022 07:33:17
O‘ EVENTS B 45,83,65.249 GErmany Blocked - Homeland Protection 17 mai 2022 07:38:07

= 159.65.200.34 Metherlands Blocked - Homeland Protection 17 mai 2022 06:36:24

. 511634137 Russia Blocked - Homeland Protection 1F mai 2022 06:28:04
@ SETTINGS = 186.122.149,142 Argentina Blocked - Homeland Pratection 17 mai 2022 06:22:16

-5 51,139 Metherlands Blocked - Homeland Protection 17 mai 2022 08:13:00 hd
@7 LICENSE [Rametancl

By default, IPV4, IPV6 and al server localhosts addresses are whitelisted.

A convenient search bar provide search capabilities based on all information provided. For example, if we searched for
blocked addresses, by entering the word "blocked" on the search bar, all the blocked IPswill be visible:

Splus Advanced Secul [_]
i 2 Lite Mode
2 ADVANCED - Ultimate Pratection
® Help English -
At HOME -+ AddIP Address /‘ Edit IP Address 3 Remove IP Addressies) (:) Refresh Hacker IP Q wHors
@ HOMELAND 1Px in the affaw fist will be igrared by Toplus Advanced Security and will nat e hlocked by Homeiand Access Pratection ar Bruteforce Attacks Deferder features.
£14 349 459 [P address (es) blocked
X BRUTEFORCE IP Address [ country [ status ~ [ Date [ Description [ =
#1,19.0.1-1.19.255.254 South Korea Blocked - Hacker IP Protection 23 maj 2022 22:54:01 Know malicious IP Addresses
@ BLOCKED IP ADDRESSES 1,32.126.1-1.32.191.., Singapore Blocked - Hacker IP Protection 23 mai 2022 225401 Know malidious IP Addresses
100.64.0.1-100.127.... Blocked - Hacker IP Protection 23 maj 2022 22:54:01 Know malicious IP Addresses
101.101.96.1-101.1. Blacked - Hacker IP Protection 23 mai 2022 22:5401 Knows malicious IP Addresses
|E| RANSOMWARE B 101.134.0.1-101.13...  China Blocked - Hacker IP Protection 23 mai 2022 225401 Know malicious IP Addresses
B 101.203.128.1-101...  China Blacked - Hacker IP Protection 23 mai 2022 22:5401 Knows malicious IP Addresses
D PERMISSIONS B 101.245.0,1-101.24... China Blocked - Hacker IP Protection 23 maj 2022 22:54:01 Know malicious IP Addresses
B 101.42.0.1-101.42.2... China Blacked - Hacker IP Protection 23 mai 2022 22:5401 Knows malicious IP Addresses
102.152.0.1-102.20.., Blocked - Hacker IP Protection 23 maj 2022 22:54:01 Know malicious IP Addresses
® WORKING HOURS 102.208.0.1-102.21.., Blocked - Hacker IP Protection 23 mai 2022 22:54:01 Know malicious IP Addresses
102.212.0.1-102.21.., Blocked - Hacker IP Protection 23 maj 2022 22:54:01 Know malicious IP Addresses
. 102.214.0,1-102.21... Blocked - Hacker IP Protection 23 mai 2022 22:5401 Know malicious IP Addresses
+i+ X -
"+ SECURE DESKTOPS 102.215.0.1-102.21.., Blacked - Hacker IP Protection 23 mai 2022 22:5401  Know malicious TP Addresses
102.215.128.1-102.... Blacked - Hacker IP Protection 23 mai 2022 22:5401 Knows malicious IP Addresses
D ENDPOINTS 102.215.160.1-102.... Blocked - Hacker IP Protection 23 maj 2022 22:54:01 Know malicious IP Addresses
102.215.1684.1-102.... Blacked - Hacker IP Protection 23 mai 2022 22:5401 Knows malicious IP Addresses
B 102.215.192.1-102. South Africa Blocked - Hacker IP Protection 23 maj 2022 22:54:01 Know malicious IP Addresses
O‘ EVENTS 102.215.200.1-102.... Blocked - Hacker IP Protection 23 mai 2022 22:5401 Know malicious IP Addresses
102.215.216.1-102.... Blocked - Hacker IP Protection 23 maj 2022 22:54:01 Know malicious IP Addresses
B #102.215.224.1-102., Tvory Coast Blocked - Hacker IP Protection 23 mai 2022 22:5401 know malicious IP Addresses
5§3 SETTINGS B 102.216.20. South Africa Blocked - Hacker IP Protection 23 mai 2022 225401 Know malicious IP Addresses
B 102.216.23 South Africa Blacked - Hacker IP Protection Knowr malicious IP Addresses
@7 LICENSE [otocked
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Furthermore, administrators are able to perform actions on several selected | P addresses with asingle click. Among the
new features | P addresses management introduced, you will find the possibility to provide meaningful descriptions to
any |P addresses:

W Edit Description — >
IP Address |125.212.233.1?2 |
Description |Accnuntanq.r-5|enrer |

f‘ Edit Description

Last but not least, administrators are now able to unblock and add to whitelist multiple blocked IP addressesin asingle
action, by clicking on the "Add Existing to Whitelist" tab.

Using the command line to whitelist or block |P addresses and/or |P
ranges

o Inorder to whitdlist |P addresses or IP range(s), the command has this syntax :
TSplus-Security.exe addwhitelistedip [ip addresses] [optional description]

Y ou may whitelist several 1P addresses, with acolon or semi-colon delimiter. Moreover, you can specify |P address
ranges, instead of simple IP addresses. The syntax is: X.X.x.x-y.y.y.y Finaly, you may indicate an optional description
of the whitelist rule

Hereis an example of a complete command : TSplus-Security.exe addwhitelistedip 1.1.1.1;2.2.2.2;3.3.3.1-
3.3.6.12;5.5.5.5 "John's workplaces'

e Inorder to block IP addresses or IP range(s), the command has a similar syntax :
TSplus-Security.exe blockips [ip addresses] [optional description]
¢ In order to unblock IP addresses or IP range(s), the command has a similar syntax :

TSplus-Security.exe unblockips [ ip addresses]

This command has no effect on IP addresses already blocked by Hacker IP protection. If you still want to unblock one of

these addresses, please use the whitelist command.
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Ransomware Protection

The Ransomware Protection enables you to efficiently DETECT, BLOCK and PREVENT ransomware attacks. TSplus
Advanced Security reacts as soon as it detects ransomware on your session. It possesses both static and behavioral
analysis:

¢ The static analysis enables the software to react immediately when an extension name changed,
e Thebehavorial analysislooks at how aprogram will interact with files and detect new strain of ransomware.

Y ou can enableit by clicking on the "Enable Ransomware Protection” on the Ransomware Protection tab:

W TSplus Advanced Security — X

~2 ADVANCED - Ultimate Protection
A

{ar HomE
q EVENT VIEWER
& Homeano

The programs interrupted by Ransomware Protection are listed below:
x BRUTEFORCE

Date Interrupted Program Review & Act

@ IP ADDRESSES
3 rermissions
(© workiNG Hours
}}; SECURE DESKTOPS
[ enppoinTs

E' RANSOMWARE

Overview
Snapshots @ Manage programs whitelist

Quarantine

L earning Period

After enabling the Ransomware Protection feature, the Learning Period is automatically activated. During the Learning
Period, all programs detected by the Ransomware Protection feature will be considered as false positive and will be able
to resume their execution. The programs detected as false positive will be automatically added to the list of alowed
programs.

Thisfeature allows to configure Ransomware Protection on a production server without disrupting its activity. We
recommend to start with a5 days Learning Period to identify all legit business applications.

6) Learning period is ongoing, Click here to enable Ransomware Protection,
@ Click here to stop the learning period,

@ Ernail alerts are configured. Click here to edit email alerts configuration.
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If you stop the Learning Period, it will deactivate the Ransomware Protection. Click on the "Ransomware Protection is
disabled" button to reactivate the Learning Period.

RapsorhivaréedProtestiony 4

Ransomware Protection Action

It quickly scans your disk(s) and displays the file(s) or program(s) responsible, in addition to providing alist of the
infected items. TSplus Advanced Security automatically stops the attack and quarantines the program(s) along with the
file(s) encrypted before its intervention.

Only the administrator can whitelist them, by entering the path of the desired program on the bottom line and by clicking
on"Add":

+ Select Folder -+ Add Application % Remove () Distrust Publisher
Enter a program file path to add a program to the e Protection program allow list. This executable will be able to create, change and delete your personal
files without triggering e Protection.
Application Path Publisher Publisher Confidence
D C:\Program Files (x36]\T Splus-Security\T Splus-Security.exe TSplus SAS Trusted Publisher

Ransomware Protection Report

TSplus Advanced Security prevents catastrophic events for businesses by removing ransomware at an early stage.

The administrator has access to information regarding the source of the attack and running processes, and therefore
learns how to anticipate these threats.

Note: Ransomware Protection observes how programs interact with system and personal files. To ensure a greater level
of protection, Ransomware Protection creates bait files in key folders where ransomware often begins its attack.
Therefore, afew hidden files may appear in the users' desktop and documents folders, aswell asin other locations.
When it detects a malicious behaviour, it stops the ransomware immediately (or ask if the logged user isan
administrator). Ransomware Protection uses pure behavioural detection techniques and does not rely on malware
signatures, allowing it to catch ransomware which does not exist yet.
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Add an SMTP configuration - Email Alerts

Y ou can configure your SMTP settings in order for TSplus Advanced Security to send you email alerts to highlight
important security events by clicking on the button below the Ransomware activation one:

® Email alerts are not configured yet. Click here to configure email alerts.

Emails Settings

5MTP Hostname
SMTP Port

Use 551

SMTP Username
SMTP Password
Send Email From

Send Email To

W TSplus Advanced Security - Emails Settings —

SMTP configuration allows TSplus Advanced Security to send an email to
administrators in order to highlight important security events,

|m3.rmmpar13.r.mm

|455

|admir1

s i R

|admin@mycnmpany.cnm

|admin@mycompany.com|

Apply and Test now

Enter your SMTP Hostname, Port and check the Use SSL box and change change the port from 25 to 465 if you wish to

use SSL.

Enter the SMTP Username and Password, as well as the sender and receiver addresses.

Email Settings can be validated by sending atest when saving SMTP settings.

Snapshots

Snaphshots taken by Ransomware Protection are visible under the Snapshots tab:
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W TSplus Advanced Security - X
41 2| ADVANCEDS URITY - Ultimate Protection
A
1 Home (:) Refresh /' Restore X Remove
0\ EVENT VIEWER MName Date 2
Snapshots taken on Monday, May 23, 2020 12:07 PM (UTC)
@ HOMELAND [ C\Program Files (x86)\RDS-Tools\RDS-Knight\data\data.db 25 May 2020 12:03:04
D C\ProgramData\Microsoft\Diagnosis\EventStore.db 25 May 2020 12:03:57
x BRUTEFORCE D C\ProgramData\Microsoft\Diagnosis\EventStore.db-wal 25 May 2020 12:03:58
D C\ProgramData\Microsoft\Network\Downloader\edb.chk 25 May 2020 12:03:02
D C\ProgramData\Microsoft\Search'Data\Applications\Windows'\edb.jcp 25 May 2020 12:06:12
@ IP ADDRESSES [ ¢:\ProgramData'Microsoft\Search\Data\Applications\Windows\edb00207.jtx 25 May 2020 12:06:
D C\ProgramData\Microsoft\Search'\Data\Applications\Windows'edbtmp. jtx 25 May 202012
D PERMISSIONS D C\ProgramData\USOPrivate\UpdateStore\updatestore51b519d5-b6f5-4333-8dfe-e74d7 c3acadd.xml 25 May 2020 12:03:56
D C\ProgramData\USOPrivate\UpdateStore\updatestoretemp51b519d5-b6f5-4333-8df6-e74d7 c3acadd.xml 25 May 2020 12:03:56
D C\Users\Thomas\AppData‘\Local\.|dentityService'AccountStore.json 25 May 2020 12:06:49
@ WORKING HOURS [ c:\Users\Thomas\AppData'Local\ConnectedDevicesPlatform\L Thomas\ActivitiesCache.db 25 May 2020 12:05:43
D C\Users\Thomas\AppData‘\Local\ConnectedDevicesPlatform\L Thomas'\ActivitiesCache.db-wal 25 May 2020 12:05:55
}',:; SECURE DESKTOPS D C:\Users\Thnmas\AppData\ana\\M?cmsoft\\l?sua\Stud?n Service;\?.O\Came\aS{aSS.eb-MT!e-Accd-hbtﬁ-d... 25 May 2020 12:06:55
D C\Users\Thomas\AppData‘\Local\Microsoft\VisualStudio\15.0_0863837c\privateregistry. bin 25 May 2020 12:06:37
[ c:\Users\Thomas\AppData'Local\Microsoft\VisualStudio'\SettingsL ags\header txt 25 May 2020 12:06:45
[ enppoints [ ©:\Users\Thomas\AppData'Local\Microsoft\VisualStudic\vshubi\Settings\SharedSettings.updatesad sqlite 25 May 2020 12:06:56
[ c\Users\Thomas\AppData'Local\Microsoft\VisualStudic\vshub\Settings\SharedSettings. sglite 25 May 2020 12:06:56
Igl RANSOMWARE [ c\Users\Thomas\AppData'Local\Microsoft\VisualStudiotwshub!\Settings\Syne\- 1617851645\ Temp\894.6440 25 May 2020 12:07:00
[ c:\Users\Thomas\AppData'Local\Microsoft\WSCammon\Onlinelicensing\VisualStudio\15.0\Community\d... 25 May 2020 12:06:57
Overview [ c:\Users\Thomas\AppData'Local\Microsoft\VSCammon\Onlinelicensing\VisualStudio\15.0\Community\d... 25 May 2020 12:06:57
[ c\Users\Thomas\AppData'Locah\MicrasoftiWindows\Exploreniconcache_16.db 25 May 2020 12:03:03
Snapshats [ csers\Thomas\appData'LacalMicrosoft\Windows\Exploreriiconcache_256.db 25 May 2020 12:03:12
[ c\sers\Thomas\appData\LacalMicrosoft\Windows\Exploreniconcache_32.db 25 May 2020 12:03:11
Quarantine M rotteaente RN Eunt 12 A8 wtaw im0 192,00 hd
v

Thelist can be refreshed by clicking on the corresponding button. Each element can be restored or removed.

Quarantine

Quarantined programs are visible under the Quarantine tab:

W TSplus Advanced Security - *

URITY - Ultimate Protection

12 ADVANCEDS

HOME @ Restore Program )( Remove Program(s)

EVENT VIEWER Program File Path Date

C:\Users\Thomas'\Desktop\DEMO\CashCat.exe 25 May 2020 12:03:04
HOMELAND

1t

Q,

®

x BRUTEFORCE
@ IP ADDRESSES
[ Permissions
(© WORKING HOURS
4/ SECURE DESKTOPS
7+

[ enoeoints

ﬁ RANSOMWARE

Overview

Snapshats

Quarantine

Each element can be restored or removed.
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List of Ignored by Default File Extensions

Ignored files are not used to detect possible malicious actions and are not saved when they are modified. Theideaisto
exclude any operation on large or irrelevant files (such aslog files).

sys
dll

exe
tmp
~tmp
temp
cache
Ink

1

2

3

4

5
LOG1
LOG2
customDestinations-ms
log
wab~
vmc
vhd
vhdx
vdi

vol
vo2
VsV
vud

iso
dmg
sparseimage
cab

msi

mui

d
wim
ost

o]

gtch
ithmb
vmdk
vmem
vmsd
vmsn
VmMss
V104
vmxf
menudata
appicon
appinfo
pva
pvs

pvi
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pvm
fdd

hds

drk

mem

nvram

hdd

pk3

pf

trn
automaticDestinations-ms

Caution about Backup Files Extension

Thefile extension used for saving modified filesis: snapshot. The driver prohibits any modification or deletion action
on these files other than by the TSplus Advanced Security service. Stopping the service deletes the backed up files. In
order to delete these files manually, you must temporarily unload the driver.

Backup File Configuration

By default, the directory of saved filesislocated in the installation directory of TSplus Advanced Security and is called
"snapshots'. However, it is possible to define another location for this directory. This can allow the administrator to
define adirectory located on afaster disk (SSD) or on alarger disk according to his needs. The backup directory path
must not be a UNC path, in the form of:

\'\ <conput er nane>\ <backup directory>\

Adding Backup Utilities to the Whitelist

We recommend adding backup utilitiesin the Whitelist.
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Permissions

Since version 4.3, TSplus Advanced Security offers a Permissions functionality, allowing the administrator to manage
and/or inspect users/groups privileges.

On the Permissions dashboard, the list of users and groups and the list of availablefiles, foldersregistriesand printers
are showed side-by-side.

Everything is visible at one sight, which makes it super easy to | nspect and M anage/Edit privileges for one user at a
time and therefore to increase the accuracy of the restrictions.

Manage Permissions

On the Manage tab, for each user or group selected on the | ft tree view, you can:

W TSplus Advanced Security - X

~2 ADVANCED - Ultimate Protection
A
1t HomE (@) peny @) Read £ Modity @ Ownership
0‘ EVENT VIEWER Users and Groups - Local computer Select one or multiple files or folders to edit permissions
Default View Mame Permissians Cwiner
& Homeano Switch View
|21 SRecydle.Bin Full Control AUTCRITE NT\Sy|
E-2 Users ~ |1 Aconfigurationnrl1L0g2xmuCp Full Control BUILTIN' Admini:
x BRUTEFORCE : Admin | Backupparam Full Control BUILTINWAdmini;
John =5 Documents and Settings Deny AUTORITE NT\Sy
Laura =1 Logs Full Control BUILTINVAd mini
@ IP ADDRESSES |1 Perflogs Full Control AUTCRITE NT\Sy|
2, Access Control Assistance Operator [ Program Files Modify NT SERWICE!Trus
2, Administrators =1 Program Files (x86) Modify NT SERWICENTru
[ permissions 2, Backup Operstors =1 ProgramData Full Control AUTORITE NT\Sy
.2 Cryptographic Operators =1 Qdatesajb1L0g2xmuCp Full Control BUILTINVAd mini
Manage -2 Digtrbuted COM Users |2 Recovery Full Control AUTORITE NT\Sy
-2, Evert Log Readers |51 System Volume Information Deny BUILTIN' Admini:
Inspect 2 Guests [E=rtmp Full Control BUILTINAdmini
2, HyperV Administrators = Users Full Control AUTORITE NT\Sy
@ WORKING HOURS -2, [I5_IUSRS =1 Windows Modify NT SERVICENTru:
23, Network Configuration Operators “—:,’ wsession Full Control BUILTIM\Admini;
-2 Perfomance Log Users bootmgr Read NT SERVICEYTru
}(; SECURE DESKTOPS 2, Performance Monitor Uisers BOOTNXT Full Control AUTORITE NT\Sy
2, Power Users |_] lang.ini Full Control BUILTIN'Admini:
+.-22, Remote Desktop Users
.D. ENDFOINTS -2 Remcte Management Users
-2, Replicator
IE' RANSOMWARE &2, System Managed Accounts Group
&2, Users < e
.- 22, Dummy ©
@ SETTINGS < > (@) Files and Folders O Registry O Printers

¢ Deny - When clicking on the Deny button, the selected user will be denied privilege on the selected filesystem
object. If afileis selected, then the selected user is denied the privilege of reading the selected file
(FileSystemRights.Read). If adirectory is selected, then the selected user is denied the privilege of reading and
listing the directory content (FileSystemRights.Read and FileSystemRights.ListDirectory).

¢ Read - When clicking on the Read button, the selected user will be granted privilege on the selected filesystem
object. If afileis selected, then the selected user is granted the privilege of reading the selected file and executing
if thefileisaprogram (FileSystemRights.ReadAndExecute) . If adirectory is selected, then the selected user is
granted the privilege of reading and listing or executing the directory content
(FileSystemRights.ReadA ndExecute and FileSystemRights.ListDirectory and FileSystemRights. Traverse).

¢ Modify - When clicking on the Modify button, the selected user will be granted privilege on the selected
filesystem object. If afileis selected, then the selected user is granted the privilege of modifying the selected file
(FileSystemRights.Modify) . If adirectory is selected, then the selected user is granted the privilege of modifying
and listing the directory content, as well as creating new files or directories (FileSystemRights.Modify and
FileSystemRights.CreateDirectories and FileSystemRights.CreateFiles and FileSystemRights.ListDirectory and
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Same permissions options are possible for each Registry, by selecting the corresponding button under the right-tree view

FileSystemRights. Traverse).

selected filesystem object (FileSystemRights.Full Control).

e Ownership - When clicking on the Ownership button, the selected user will be granted full control over the

W TSplus Advanced Security

Rt HoME
C)\ EVENT VIEWER

HOMELAND
BRUTEFORCE
IP ADDRESSES

PERMISSIONS

D @ X @

Manage

Inspect

©

WORKING HOURS

SECURE DESKTOPS

N+
+

ENDPOINTS

@ D

RANSOMWARE

83 sermnes

A2 ADVANCEDS

@) peny (@) Read

Users and Groups - Local computer

- Ultimate Protection

@ ‘Ownership

Select a registry key to edit permissions

#" Wodity

]

Admin
John
Laura

@ babs be

roups
&% Access Control Assistance Operator
a3 Administrators
&, Backup Operators
&, Cryptographic Operators
-2 Distibuted COM Users
&% Event Log Readers
&% Guests
& Hyper-V Administrators
&, IIS_IUSRS
- 2% Network Configuration Operators
2% Performance Log Users
&% Performance Monitor Users
22, Power Users
&% Remote Desktop Users
2% Remote Management Users
& Replicator
&% System Managed Accounts Group
2 Users
& Dummy

Nam

KEY_LOCAL_MACHINE

Permissians

B HARDWARE

= AcPI

|5 DESCRIPTION
|5 DEVICEMAP
[C) RESOURCEMAP
E=154M

SOFTWARE

|5 Classes

I3 Clients

[ Digital River
[ Intel

= JavaSoft

I Microsoft

|5 oDBC

=) Partner

I3 Policies

| RegisteredApplicatiors
=0 VMware, Inc.
[ wowe432Node
SYSTEM

[ ActivationBroker
| ControlSetoo1
=) ControlSet0o2

Full Control
Full Contral
Full Cantral
Full Control
Full Control
Full Control
Full Contral
Full Cantral
Full Control
Full Control
Full Control
Full Contral
Full Cantral
Full Control
Full Control
Full Control
Full Contral
Full Cantral
Full Control
Full Control
Full Control
Full Contral
Full Control

BUILTINAdmM
BUILTIMNWADmM
BUILTIN\Adm
BUILTIN\Adm
BUILTINADm
BUILTIMAdmM
BUILTIMNWADmM
AUTORITE N1
BUILTIN\Adm
AUTORITE N1
BUILTIMAdmM
BUILTIMNWADmM
AUTORITE NT
AUTORITE N1
AUTORITE N1
AUTORITE M1
AUTCRITE M1
AUTORITE M1
BUILTIN\Adm
AUTORITE N1
BUILTIMAdmM
BUILTIMNWADmM ¥
>

() Files and Folders @ Registry

) Printers

And for each Printer:

Please note that all permissions denied or granted to adirectory are applied recursively to the filesystem objects
contained by this directory. The diagram below details the API calls when rights are applied to a filesystem object:

W TSplus Advanced Security

i HomE
0\ EVENT VIEWER

HOMELAND
BRUTEFORCE

IP ADDRESSES

0 @ X &

PERMISSIONS

Manage

Inspect

WORKING HOURS

©

“ SECURE DESKTOPS

N+
+

ENDPOINTS

D

RANSOMWARE

88 sermnes

122 ADVANCED

s
@ Deny O Print

Users and Groups - Local computer

/. Manage Documents

- Ultimate Protection

Select a printer to edit permissions

@ Manage Printer

2 Users
i
- & John
H 2 laura
-2, Groups
- &% Access Control Assistance Operator
2% Administrators
& Backup Operators
2, Cryplographic Operators
&% Distributed COM Users
&% Event Log Readers
-2 Guests
& Hyper-V Administrators
-2 IIS_IUSRS
&% Network Configuration Operators
22, Performance Log Users
&% Performance Monitor Users
2 Power Users
.23 Remote Desktop Users
&% Remote Management Users
&%, Replicator
- 2% System Managed Accounts Group
-2 Users
-2 Dummy

Name

= [ Printers
& Universal Printer
é Microsoft XPS Document Writer
& Microsoft Print to PDF

Permissions

Print, Manage Printer
Print, Manage Document
Print, Manage Printer

() Files and Folders O Registry

@ Printers
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account

Rights are granted or denied

Ensure inherited rights from
groups are taken into

An access rule is created

PurgeAccessRules

including all rights ‘ User or groups is not
—_—— granted any rights

‘ Rihts e pranned ‘

| PEh A e |

An access rule is created
User or groups is denying Read
granted Read

AddAccessRules

An access rule is created
denying ChangePermissions
and TakeOwnership

User or groups is
granted full contrel but
should not

AddAccessRules

An access rule is created
denying Write and Delete

User or groups is
granted modify but
should not

AddAccessRules —————

AddAccessRules

An access rule is created
denying ListDirectory

AddAccessRules

granted ListDirectory

I

Ifrights are applies on a directory, then inheritance is

set at object (Objectinherit) and container level
(Containerinherit)

Documentation:

o Object Security: https://docs.microsoft.com/en-

us/dotnet/api/system.security.accesscontrol .objectsecurity 2view=netframework-4.5.2

o FileSystemRights: https.//docs.microsoft.com/en-

us/dotnet/api/system.security.accesscontrol .filesystemrights?view=netframework-4.5.2

Inspect Permissions

On the Inspect tab, for each folder, subfolder or file selected on the left tree view, you can see the corresponding

attributed permissions to users or groups on the right tree view.

W TSplus Advanced Security

& HomELaND

[ Permissions

Manage

Inspect

(© WORKING HOURS

+5.
/'+ SECURE DESKTOPS

8 sermnes

A
fr Home (:) Refresh Q Enable Audit (B View Audit
O‘ EVENT VIEWER Select a file or a folder to edit permissions Permissions
Mame - | Name Permissions
B Ea 2 AUTORITE DE PACKAGE DAPPLICATION\TOUS L. Read

x BRUTEFORCE £ Backupparam 2 AUTORITE NT\Systéme Maodify
I Documents and Settings 2 BUILTIN'Administrateurs Modify
@ |P ADDRESSES E :?;ogs F BUILTIN\Utilisateurs Read
| Program Files P8 MT SERVICE\Trustedinstaller Full Control

L[] EenpeoinTs [ TSplus

(51 TSplus-Security

(=1 Uninstall Information v
ﬁ RANSOMWARE < >

12 ADVANCEDSECURITY - Ultimate Protection

= SRecycleBin
= Aconfigurationnrl 1L0g2xmuCp

AUTORITE DE PACKAGE D'APPLICATION\TOUS L... Read

be

= [ Program Files (x86)
= [Z7 Common Files
15 Java
[£3) Microsoft Shared
[ Oracle
=1 Services
= System
() Google
Chos
[ Internet Explorer
=1 Java
[ MicrosoftMET
[C2) RDS-Tools

(® Files and Folders () Registry () Printers

Y ou can refresh the status of the folders for them to be updated in real-time.
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An Audit can be enabled by selecting the desired folder, subfolder or file and click on the "Enable Audit" button at the

top:

LAE — -
TS ADVANCEDSECURITY - Ultimate Protection
o Howme (:) Refresh Q, Disable Audit (© view Audit
q EVENT VIEWER Select afile or a folder Permissions
Mame ‘ Mame Permissions
& HomELAND B Era a WIN-A1LOOCNOESE\Administrateurs Full Control
3 SRecycleBin 2 WIN-ATLOOCNOES\Laura Full Control
(L Adatabasefii1L0gZxmuCp N ]
x BRUTEFORCE 5 Backupparam 2 WIN-A1LOOCNOESE\ Utilisateurs Read
() Documents and Settings
@ |P ADDRESSES Authorization Change Audit ps
[ eermissions o Auditing has been enabled for the selected file or folder.
=]
Manage
.
® WORKING HOURS () Qlogsax1L0g2xmuCp
|51 Recovery
System Volume Information
47 SECURE DESKTOPS = tmp
-t (£ Users
(= windows
L[] enpPoINTS [ wsession
bootmagr
BOOTNXT
ﬁ RANSOMWARE lang.ini
pagefilesys
8} semngs <
" e ‘o . . . )
The"View Audit" button allows you to see the corresponding audit on the Event Viewer:
- *

W TSplus Advanced Security

R} HoME
0\ EVENT VIEWER

@ HomELaND

x BRUTEFORCE

@ IP ADDRESSES

[ PermissioNs

Manage

Inspect
(O woRkiNG HouRs
47 SECURE DESKTOPS
Vas

L[] EenppoinTs

@ RANSOMWARE

@ SETTINGS

f:) Refresh Q_ pisable Audit (©) View Audit

Select a file or a folder Permissions

Name Name Permissions

B 2 WIN-ATLOOCNOESE\Administrateurs Full Control
3 SRecycleBin 2. WIN-ATLODCNOESG\Utilisateurs Read

<

| Backupparam

| Documents and Settings
I3 found.000

=) found.001

= Logs

=) Perflogs

= ¥ Program Files

[ Common Files
) Fichiers communs
(51 Internet Explarer
(51 Uninstall Information
(51 VMware
(£ Windows Defender
L) Windows Mail
(=) Windows Media Player
(=1 Windows Multimedia Platform
[ Windaws NT
(£ Windows Phota Viewsr
[C5) Windows Portable Devices
(=) Windows Sidebar
(51 WindowsApps
(=1 WindawsPawerShell
desktop.ini
|C3 Program Files (x86)
@ F= BerrramRata

Same Inspections possibilities are available for each registry and printer by selecting the corresponding button under the

|eft-tree view :
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W TSplus Advanced Security - X
12 ADVANCEDSECURITY - Ultimate Protection
1} Home (:) Refresh Q_ Enable Audit (@) View Audit
0\ EVENT VIEWER Select a registry key to edit permissions Permissions
Name [ Name Permissions
@ HOMELAND £ [77 HKEY_LOCAL MACHINE 2 AUTORITE DE PACKAGE D'APPLICATION\TOUS L. Read
SN ML REVEARE a AUTORITE NT\RESTRICTED Read
= [Z7 ACPl
x BRUTEFORCE [ psoT 2, AUTORITE NT\Systéme Full Contral
[ FACS 2 BUILTINVAdministrateurs Full Control
E [£3 FADT
@ |P ADDRESSES E ReoT Fi3 Tout le monde Read
[ DESCRIPTICON
. (1 DEVICEMAP
3 permissions 25 RESOURCEMAP
I3 5AM
Manage |5 SOFTWARE
= [T SYSTEM
Inspect [ ActivationBroker
[ ControlSetoot
® WORKING HOURS (£ ControlSet002
(=1 HardwareConfig
(51 Keyboard Layout
'/'7; SECURE DESKTOPS [ Maps
[ MountedDevices
[ ResourceManager
[ enppoinTs 51 ResourcePalicyStare
(51 RNG
(5 Select
|g| RANSOMWARE <
i:(;; SETTINGS () Files and Folders (@) Registry ) Printers
W TSplus Advanced Security — x
1% ADVANCEDSECURITY - Ultimate Protection
fr HomE () Refresn Q_ Enable Audit (@) View Audit
0‘ EVENT VIEWER Select a printer to edit permissions Permissions
Name | Name Permissions
@ HOMELAND B [ Printers a AUTORITE DE PACKAGE D'APPLICATION\TOUS L. Print
& BUILTINVAdministrateurs Print, Manage Printer
£ Microsoft XPS Document Writer o
x BRUTEFORCE S Microsoft Print ta PDF - CREATEUR PROPRIETAIRE
P Tout le monde Print
@ IP ADDRESSES
[ Permissions
Manage
Inspect
@ WORKING HOURS
454
/4 SECURE DESKTOPS
[ enoeoints
@ RANSOMWARE <

81 sermnes

(O Files and Folders () Registry @ Printers
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Working Hours Restriction

Y ou can configure working hours restrictions per user or per group.
Choose the restriction of your choice:

o Always authorize this user/group access
o Always block this user/group access

or Authorize only during specific time ranges.

Y ou can configure it day by day and select the time range of your preference:

v TSplus Advanced Security IL‘E-

@ -2 ADVANCED - Ultimate Protection

Users and Groups

it vome () Mot configured for this user/group
Advanced View
@) Always authorize
0\ EVENT VIEWER Switch View Add userfgroup .
O Always block
E- 2 Users N :
& ) Authorize only during these time ranges:
@ b s 2 GRYFFINDOR\godric
24 GRYFFINDOR\harry| Monday: 17
x BRUTEFORCE 2 GRYFFINDOR\hermione
-~ 2 GRYFFINDOR\ron Tuesday: 17:31
2. HUFFLEPUFF\cedric
@ IP ADDRESSES -2, HUFFLEPUFF\helga Wednesday: 17
2 RAVENCLAW\cho —
-2 RAVENCLAWNuna Hhuncar 17:3
[ permissions 2 RAVENCLAW\rowena - p=
-2 SLYTHERIN\draco gear N
2 SLYTHERIN\salazar ) 5
(© workiNG HouRs - 2, TEACHER\albus Baluie 17
2 TEACHER\minerva S P
+:. - 2, TEACHER\severus
/4 SECURE DESKTOPS 26
L) enoroinTs
ﬁ RANSOMWARE Whitelisted users will always be abie to connect.
This feature prevents a user from opening a new session outside of his authorized time ranges, and log him off
@ SETTINGS automaticaily when his working hours are over.
(©57 LICENSE

It is possible to select a specific timezone depending on your user's office location.
An automatic disconnection at the end of the configured work time is made.

It is possible to schedule a warning message before the user islogged off from Settings > Advanced > Working Hours.

Users/Groups rules priorities

When a user opens a new session on the server:

1) if this user has Working Hours Restrictions directly defined for himself, then these rules are enforced.

2) if this user does not have Working Hours Restrictions directly defined for himself, then TSplus Advanced Security
will load any existing Working Hours Restrictions for all the groups of this user, and keep the more permissive rules. For
instance if afirst group has arule to block the connection on Monday, a second group has a rule to authorize the
connection on Monday from 9 AM to 5 PM and athird group has a rule to authorize the connection on Monday from
8AM to 3PM, then the user will be able to open a connection on Monday from 8AM to 5PM.
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Warning: Thisfeature uses server’stime. Using the user’sworkstation time and/or time-zone would be pointless,
asall the user would only haveto change itstime-zoneto open a session outside hisauthorized hours.
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Secure Desktop

Warning

o Secure Desktop isvery likely to conflict with the security policies defined by Active Directory.
o Secure Desktop's primary purpose isto customize the user interface, not to apply access permissions. Its use
should be combined with the Permissions feature to secure accessto different drives.

Y ou can configure the security level for each user or group. There are three security levels:

e The Windows M ode, where the user has access to a default Windows session.

e The Secured Desktop M ode, where the user has no access to the Control Panel, programs, disks, browser, no
right-click...: no access to the server resources. He just has access to documents, printers, Windows key and can
disconnect his session.

e The Kiosk Madeisthe most secure one, where the user has very limited actionsin his session.

W TSplus Advanced Security = *

1 2 ADVANCED - Ultimate Protection

Users and Groups - Local computer

-2 Users
i .2 Administrateur (® Configured for this user/group:
0\ EVENT VIEWER i w2 Caleb
H Z John

2 Laura (whitelisted)
. Groups =
- &% Accés DCOM service de certificats Kiosk Mode
Administrateurs Prevent a connected user from running prohibited actions.
Administrateurs Hyper-V
Duplicateurs
II5_IUSRS
Invités
Lecteurs des journaux d'événements
Opérateurs d'impression
Opérateurs d'assistance de contrdle
Opérateurs de chiffrement Secured Desktop Mode
Opérateurs de configuration réseau The connected user will not be allowed to browse server resources behind his own
Opérateurs de sauvegarde Remote Desktop boundaries.
Serveurs Accés Distant RDS
Serveurs Gestion RDS
Serveurs RDS Endpoint
Storage Replica Administrators
System Managed Accounts Group
Utilisateurs
Utilisateurs avec pouvoir Windows Mode
Utilisateurs de gestion & distance This is the default Windows user session security model.

O Mot configured for this user/group

1t HoME

@ HomELaND

x BRUTEFORCE

@ IP ADDRESSES

o
5]

[ Permissions
@ WORKING HOURS
+7: SECURE DESKTOPS
s+

[ enoeoints

ﬁ RANSOMWARE
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Utilisateurs de I'Analyseur de perfor|
Utilisateurs du Bureau a distance

Utilisateurs du journal de perfarmar
% Utilisateurs du modéle COM distriby

[SNENENEN LY GO S LN ER E LNl ER BN Y N P E LY Y Y

Customize Security Level...

Z 55 Whitelisted users will always use "Windows Mode".

Customization

In any mode, you have the possibility to customize the security on three levels:

Desktop Security:
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W TSplus Advanced Security - Security Level Customization

Security Level Customization

Disks Control  Applications Control

Currently customizing

Remove Recycle Bin

Remove My Documents
Remove My Recent Documents
Remove My Music

Remove My Pictures

Remove Frequently Used Programs
Remove Programs

Remove Help and Support
Remove Control Panel
Remove Printers

Remaove Metwork

Mo Metwork Meighborhood
Remove Context Menu
Restrict right click

Disable System Management programs
Disable Task Manager

Disable Windows key

Mo Folder options

Mo Active Desktop

Mo Disconnect

Mo Close

Mo Manage My Computer

Mo Delete Printer

Mo Internet Explorer

WIN-A1LDOCNOES6\lohn

Currently based on

Kiosk Mode

Disks Control:
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Desktop Security

B a
M H
o
v

Hide Selected Disks

M e Mc
1 M
[ M a
kA w M x
Select all

Deny Access to Selected Disks

B a e M c

M H 11 (]

Mo [ e Ma

v Bl w B x
| Select all

W TSplus Advanced Security - Security Level Customization

Security Level Customization

Applications Control

Mo
Bk
=N
&y

o
& K
R
B v

e E [=ERe
M [ m & n
B s =R B u
Mz
| Unselect all
Bl E B F [=ERs
L & m M n
s M Flu
Mz

Unselect all

Currently customizing

WIN-A1LDOCNOES6\lohn

Currently based on

Kiosk Mode

Applications Control:
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W TSplus Advanced Security - Security Level Customization — *

Security Level Customization

Desktop Security

cmd.exe powershell.exe taskmgr.exe mmc.exe gpedit.msc

Currently customizing

WIN-A1LOOCNOES6\John

ﬂ:' p. 3 ‘;_"\]. Currently based on
T
regedit.exe powershell_ise... iexplore.exe i

Applications listed above will be prohibited.

Add Remove

Users/Groups rules priorities

When a user opens a new session on the server:

1. If thisuser has a Security Level directly defined for himself, then this Security Level is enforced.
2. If this user does not have a Security Level directly defined for himself, then TSplus Advanced Security will load
any existing Security Level settings for all the groups of this user, and keep the more permissive rules.

For instance if afirst group has arule to remove the Recycle Bin icon from the desktop, but this rule is disabled for a
second group, then the user will have the Recycle Bin icon on his desktop. The same priority rules will apply on every
custom rule (Desktop Security, Disks Control and Applications Control) aswell as for the principal Security Level (the
Windows Mode being considered more permissive than the Secured Desktop Mode, which is considered more
permissive than the Kiosk Mode).

N.B : In order to disable the right click everywhere, you must select the following two options:

¢ Restrict Right Click
¢ Remove Context Menu
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Endpoint Protection and Device Control

The endpoint protection and device control alows you to control users device by allowing each user to use only one or
multiple specific device(s), which will be checked on any incoming session. A logon from any invalid device name will

be blocked.

W TSplus Advanced Security

1A HOME
q EVENT VIEWER

& HomeLanD
x BRUTEFORCE

@ IP ADDRESSES
[ rermissions
@ WORKING HOURS
+7: SECURE DESKTOPS
P

L[] enoeoints

) ransomware

81 sermnes

(@7 LICENSE

1 2 ADVANCED - Ultimate Protection
U - Local it
oo onputer O This user can connect from any Device
=-2 Users
.2 Admin (®) This user Device name will be checked and must be in this list:
2 Caleb
2 John Device Name
- &, Laura (whitelisted) JOHN-TABLET

JOHN-PC

Add Remove

‘Whitelisted users will always be able to connect.

This Endpoint protection enables to control the Device names of any incoming session. A logon from
any invalid Device name will be blocked.

On this example, John will be using the device names John-PC and John-Tabl et.

Auto-fill of device namefield

Y ou might notice that the Device Name field is already filled with a device name for some users. In order to help the
administrator, TSplus Advanced Security will automatically save the name of the latest device used to connect to the
server by any user who does not have the Endpoint Protection and Device Control feature enabled. After one working
day, the device name of most users will be known by advanced-security, thus allowing you to quickly enable the

Endpoint Protection feature without having to check every user’ s workstation name.

Note: Endpoint Protection is not compatible with HTML5 connections.
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Hacker | P Protection

Keep your machine protected against known threats such as on-line attacks, on-line service abuse, malwares, botnets and
other cybercrime activities with the Hacker |P Protection. The objective isto create a blacklist that can be safe enough to
be used on al systems, with afirewall, to block access entirely, from and to itslisted I1Ps

Support and Updates Services subscription isrequired.

The key prerequisite for this cause, isto have no false positives. All IPslisted should be bad and should be blocked,
without exceptions. To accomplish this, Hacker | P Protection leverages the information provided by the community of
Advanced Security's users.

Hacker |P Protection is updated automatically every day.

An event is displayed each time the Hacker 1P lists has been synchronized:

o 23 mai 23:18:03 @ Synchronized Hacker IP addresses protects your computer against 614 348 858 IP addresses,

Y ou can update manually from the "Blocked IP Addresses" tab, by clicking on the "Refresh Hacker IP* button:

*1 T5plus Advanced Security - 6.3.5.23 =] B3
e 2 Lite Mode
=2 ADVANCED - Ultimate Protection
@ Help English -
A Home + AddIP Address /" EditIP Address 3 Remove IP Addressies) (7) Refresh Hacker IP Q, wHors
@ HOMELAND 1Pz in the aftaw fist will e igrared by TSpius Advanced Security and will rat be blacked by Hameiand Access Pratection ar Bruteforce Attacks Cefender features.
£14 349 459 IF address(es) hlocked
x BRUTEROECE IP Address | Country Status Date | Description | e
+®1,19.0.1-1.19.255.254 South Korea Blocked - Hacker IP Protection 23 mai 2022 23:18:01 Know malicious IP Addresses
@ BLOCKED IP ADDRESSES =132126,1-132.191.. Singapore Blocked - Hacker IP Protection 23 mai 2022 23:18:01 Knoww malicious IP Addresses
100.64.0.1-100.127.... Blocked - Hacker IP Protection 23 mai 2022 23:18:01 Enow malicious IP Addresses
101.101.86.1-101.1.. Blocked - Hacker IP Protection 23 mai 2022 23:18:01 Knoww malicious IP Addresses
ﬁ RANSOMWARE B 1011340110113, China Blocked - Hacker IP Protection 23 mai 2022 23:18:01  Knows malicious IP Addresses
B 101.203.128.1-101.... China Blocked - Hacker IP Protection 23 mai 2022 23:18:01 Knoww malicious IP Addresses
B 101.248.0.1-101.24...  China Blocked - Hacker IP Pratection 23 mai 2022 23:18:01 Know malicious IP Addresses
D FERMISSIONS B 101.42.0.1-200.42.2... China Blocked - Hacker IP Protection 23 mai 2022 23:18:01 Knoww malicious IP Addresses
102.192.0.3-102.20.,, Blocked - Hacker IP Protection 23 mai 2022 23:18:01 Know malicious IP Addresses
® WORKING HOURS 102.208.0.1-102.21.., Blocked - Hacker IP Protection 23 mai 2022 23:16:01 Know malicious [P Addresses
102.212.0.3-102.21.., Blocked - Hacker IP Protection 23 mai 2022 23:18:01 Enow malicious IP Addresses
+ s 102.214.0.1-102.21.., Blocked - Hacker IP Pmtect!on 23 ma! 2022 23:18:01 Krow maI!c!ous IP Addresses
Vas 102.215.0.3-102.21.., Blocked - Hacker IP Protection 23 mai 2022 23:18:01 Know malicious IP Addresses
102.215.128.1-102.... Blocked - Hacker IP Protection 23 mai 2022 23:18:01 Knoww malicious IP Addresses
D, ENDPOINTS 102.215.160.1-102..., Blocked - Hacker IP Protection 23 mai 2022 23:18:01 Know malicious IP Addresses
102.215.164.1-102.... Blocked - Hacker IP Protection 23 mai 2022 23:18:01 Knoww malicious IP Addresses
B 102.215.192.1-102....  South Africa Blocked - Hacker IP Protection 23 mai 2022 23:18:01 Know malicious IP Addresses
0‘ EVENTS 102,215.200.1-102.... Blocked - Hacker IP Protection 23 mai 2022 23:18:01 Enow malicious [P Addresses
102.215.216.1-102.... Blocked - Hacker IP Protection 23 mai 2022 23:18:01 Enow malicious IP Addresses
B 102.215.224.1-102..., Twory Coast Blocked - Hacker IP Protection 23 mai 2022 23:18:01 Enow malicious [P Addresses
5§1 SETTINGS BE 102.216.20.1-102.2.. South Africa Blocked - Hacker IP Protection 23 mai 2022 23:18:01  Knows malicious IP Addresses
B8 102.216.23.1-102.2.. South Africa Blocked - Hacker P Protection 23 mai 2022 23:18:01 Fnoww malicious IP Sddresses =

As aresult, the feature should create approx. 600 000 000 bloxking firewall rulesin Windows Firewall.
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Events

The security events are a great source of information as they display the operations performed by TSplus Advanced
Security to protect your computer.

The Events window can be opened from the TSplus Advanced Security main window, by clicking directly on the last 5
events displayed or on the Events tab. The information displayed on the Events window are refreshed automatically
every few seconds.

Thelist of security events presents 4 columns, which describes the severity, the date of the check or performed
operation, the associated feature icon and the description.

. TSplus Advanced Security - Security Event Log - Events since 05 mai 2022 22:39:33

Homeland - 683 remote accesses denied vl Swynchronized Hacker IP addresses protects your
\! since 05 mal 2022 22:40:16 )\\( Bruteforce - 0 IF address blacked computer against 614 345 538 IP addresses,
) +5 ) )
Warking Hours is not enabled. P Secure Desktops is not enabled. _D_ Endpoints is not enabled.
| Date \ Feature | Message

23 mai 2022 22:54:03 Synchronized Hacker IP addresses protects your computer against 614 348 355 IP addresses,

A remote connection has been authorized from IP address 212,106,118,150 because 212,106.118,150 is associated with the

23 mai 2022 224847 authorized country France

& connection has been autharized for user MN5204350wmadmin fraom camputer ASHKEZPPOMNMOGS because this feature is

2 i s TS not enabled for this user

23 mai 2022 22:40:15 Alogon request has been granted for user N5204350wmadmin because NS204950wmadmin is allowed

A new session ROP-Tcp# 1 (#9) has started for user ME204350%wmadmin from client A3H{EZPPOMMOGS and IP address

23 mai 2022 22:40:15 90,3031

23 mai 2022 22:40:11 A remote connection has been authorized from IP address 90.3.0.31 because 30.3.0.31 is allowed

23 mai 2022 22130003 Synchronized Hacker IP addresses protects wour computer against 614 348 888 IP addresses,

A remote connection has been authorized from IP address 20§.64.33 85 because 208.64.33.85 is associated with the
authorized country United States

SH-IK- NS - JESHSHEH- )X

23 mai 2022 22:28:41

O @ddQODde @

Copy

[searcn E/quzz = foonoo - awseoz j|23:59:59::|L| /373 LI

The example above ilustrates real life denied connection attempts blocked by TSplus Advanced Security.

The description of the event often explains why the action was performed or not. Asillustrated, retaiatory actions are
often written in red and highlighted with ared shield icon.

Events window can be moved around and does not prevent you from using the other TSplus Advanced Security feature.

Following feature status at a glance

The 6 tiles at the top of the window displays a status for each corresponding TSplus Advanced Security features.

Homeland - 683 remote accesses denied V4 Synchronized Hacker IP addresses protects your
@ since 05 mai 2022 22:40:16 k Brutefarce - 0 IF address blocked computer against 614 348 888 [P addresses,

® Warking Hours is not enabled. ;’1 Secure Desktops is not enabled, _D_ Endpoints is not enabled.
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In the example above, Homeland Protection status shows 673 blocked connections since May 2022. Also, the example
warns that the Endpoint Protection feature is not enabled. The status are displayed according to the security events

recorded. The window title highlights the oldest security events.

Navigating and Searching through events

o A deep global search is now available in order to find specific events quickly.

o Next to the global search, 2 date and time pickersfilters the displayed events according to the date the event was

raised.

e Ontheright, arrows allows to change pages and navigate to view older events.

I nteracting with events

Finally, it is also possible to act on the event by clicking on a button located in the bottom menu, or right-clicking on the

desired event:

Copy the event message
Copy the IP Address
Unblock the IP address

Unblock and add to | P addresses allow list

| Date | Feature

| Message

23 mai 2022 22:5403

Synchronized Hacker IP addresses protects your computer against 614 345 585 IP addresses,

23 mai 2022 22:48:47

Aremote connedtion has heen authorized from TP address 212.106.1168.150 because 212.106.118.150 is associated with the

authorized country France

23 mai 2022 22:40:15

A connection has been authorized for user NS204950%madmin from computer ASHREZPPOMMOGS because this feature is

not enabled for this user

23 mai 2022 22:40:15

Alogon request has been granted for user NS204950%madmin because NS204350wmadmin is allowed

23 mai 2022 22:40:15

& newe session RDOP-Tcp# 1 (#9) has started for user NS204950wmadmin from client AIHXEZPPONMOGS and IP address

a0.3.0.31

23 mai 2022 22:3003

Synchronized Hacks

Copy
Copy IP Address
Unblock IP address

Unblock and add to IR addresses allow list

586 [P addresses,

e a e 0 oo e aaa

23 mai 2022 22:28:41

O @A N D@

A remote connedtion has heen authorized from TP address 208.64.33.85 because 208.64.33.85 is associated with the
authorized country United States

Copy Copy IP Address

Unblock IP address

Unblock and add to IF addresses allow list
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Settings - Users Allow List

Advanced View

With the Advanced view, add and manage users and groups from every accessible domains.

Y ou can switch view from the Default view to the Advanced View using the “ Switch View” button.

The Advanced view is used to display and manage every current configured user and groups. It also allows you to add
new user and group to the list to configure them as well, using the windows AD search picker. Y ou can do so by clicking
on the “Add user/group” button.Y ou will then be able to add any user available from any accessible domains from your

server.

The Advanced View is available on the Permissions, Working Hours, Secure Desktops features. Example:

TSplus Advanced Security I;‘i-

v

{2 HOME
0‘ EVENT VIEWER

& HomELAND
x BRUTEFORCE

@ IP ADDRESSES
[ PermMissiONs
@ ‘WORKING HOURS
/+q: SECURE DESKTOPS
[ enproinTs

&) ransomware

@ SETTINGS
(S LICENSE

Users Whitdlist

=2 ADVANCEDS

Users and Groups

Advanced View

‘ Switch View

Add user/group

2 Users
-2, GRYFFINDOR\godric

b4l GRYFFINDOR\harry|

- 2, GRYFFINDOR\hermione

2 GRYFFINDOR\ron

- 2, HUFFLEPUFP\cedric

2 HUFFLEPUFF\helga

-2, RAVENCLAW\cho

2 RAVENCLAW\luna

- 2 RAVENCLAW\rowena

2 SLYTHERIN\draco

-2, SLYTHERIN\salazar

2 TEACHER\albus

- 2 TEACHER\minerva

2 TEACHER\severus

- 2% Groups

- Ultimate Protection

() Not configured for this user/group
@ Always authorize
) Always block
() Authorize only during these time ranges:
Monday:
Tuesday:
Wednesday:
Thursday:
Friday:

Saturday:

s ([<fs]] [e[s]) []s]| (=] [[]=] []]
S| S] ]S B -
<3| (<= ([<=]) ([<l=]f {[<l=]| [[<]=]] (<[]

Sunday:

Whitelisted users will always be abie to connect.

This feature prevents a user from opening a new session outside of his authorized time ranges, and log him off
automaticaily when his working hours are over.

The Users Whitelist tab gives the Administrator the possibility to add/remove users from the whitelist.

Users on the whitelist are ignored by TSplus Advanced Security and their settings will not be applied.

The user who downloaded TSplus Advanced Security is automatically added to the Whitelist:
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W TSplus Advanced Security - X

TS ADVANCEDSECURITY - Ultimate Protection

far Home = Add User ¥ Remove User(s)
0\ EVENT VIEWER Users in the whitelist will be ignored by TSplus Advanced Security and their settings will not be appiied.
@ HOMELAND 2 kaLEVALA\administrator 2 kalEvALAthoma

x BRUTEFORCE

@ IP ADDRESSES
3 rermissions
(O WORKING HOURS
/+'+ SECURE DESKTOPS
L[] EenpeoinTs

@ RANSOMWARE

8 sermnes

Users.

Programs
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Settings - Programs Allow List

On the Programs tab, you can add programs to the list of allowed programs, that won't be checked by TSplus Advanced
Security Ransomware Protection. By default, all Microsoft programs are whitelisted.

W TSplus Advanced Security

~2 ADVANCED - Ultimate Protection

+ Add Application X Remove Application(s)

& Homeano

x BRUTEFORCE

@ IP ADDRESSES

files without triggering Ransomware Protection.

Ci\Program Files (x36]\RDS-Toals\ServerGenius\ServerGenius, exe

C:\Program Files (x86)\TSplus\UserDesktop\files\AdminTool. exe

[ rermissions
(© woRkiNG HouRs
}'; SECURE DESKTOPS
L[] EenppoinTs

E' RANSOMWARE

3 sermnes

Users
Programs

Advanced

(@57 LICENSE

Enter a program file path to add a program to the Ransomware Protection program whitelist. This exacutable will be able to create, change and deiete your personal

Click on the"Add Application" button to add a program. Y ou can also remove them by selecting application(s) and

clicking on the Remove Application(s) button.
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Advanced - Backup and Restore Data and
Settings

Backup and Restore Data and Settings

Y ou can Backup or Restore advanced-security data and settings by clicking on the button "Backup / Restore" on the top:

W TSplus Advanced Security - X

+2 ADVANCED - Ultimate Protection
A
& HomELaND
I (:) Backup / Restore I
x BRUTEFORCE
2, Product Name Value
@ IP ADDRESSES %) Homeland Pin Code
%E\nﬁdc‘l‘me Contribute to improve product by sending anonymous data Yes
Trewal Computer Nickname WIN-A1LODCNOESE
03 permissions © Working Hours Data Retention Policy 259200
[ Endpoints
(© WORKING HOURS £ Logs
}(; SECURE DESKTOPS
[ enoroints
IEI RANSOMWARE
8% serminGs
Users
Programs
Advanced
(@57 LICENSE
v
W T5plus Advanced Security - Backup/Restore >
Backup
| Backup |
Restore
2019-10-21_20-3247 e
Restore Restore Settings Only

Using the command line to backup and restore

The command usage is described below:
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e Backup: TSplus-Security.exe /backup [optional path to adirectory]

By default, the backup will be created in the archives directory located in TSplus Advanced Security setup folder.
However, the backup may be saved in a specified folder. Relative and absolute paths are allowed.

o Restore: TSplus-Security.exe /restore [path to a backup directory]

The specified backup directory must contain a data and a settings folder, as created by the /backup command.

Configuring backups
Please note that you can specify the following advanced settings in the registry:

o The backup directory can be specified in the registry key HKEYLOCALMACHINE\SOFTWARE\Digital
River\RD S Tools\knight\ar chivespath. By default, the "archives’ directory of the Advanced Security setup
directory will be used.

¢ The maximum number of backups available can be specified in the registry key HKEYLOCAL
MACHINE\SOFTWARE\Digital River\RDS Tool s\knight\maxar chives. By default, Advanced Security keeps the
last 3 backups.

Migrate your data and settings to another computer

Please follow the steps below to migrate Advanced Security from computer A to computer B:

1. On computer A, please click on the Backup button to create a new backup. Settings and data will be saved in the
archives directory, located in advanced-security setup directory (typically C:\Program Files (x86)\T Splus-
Security\archives).

2. Copy the newly created backup folder (e.g. named backup-2019-09-11_14-37-31), including all content, from the
archives directory on computer A to the archives directory on computer B.

3. On computer B, from the Backup / Restore window, in the "Restore" section, select the relevant backup name to
be restored.

4. Then, click on Restore Settings Only to restore the settings. Alternatively, it is possible to click on Restore to
restore al data and settings, which is not recommended for a migration but useful to restore advanced-security on
computer A.

5. Pleasewait at most 2 minutes for the settings to be reloaded by advanced-security features.

Database

A database stores Events, | P addresses, Ransomware attacks reports and programs whitelists.
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This database is stored in \data directory.

¢ Advanced Security from version 5 and prior to version 5.3.10.6 uses a LiteDB database engine.

o Advanced Security above version 5.3.10.6 uses a SQL ite database engine.

data - [m] X
- v 4 » ThisPC » Local Disk (C:) » Program Files (x86) » TSplus-Security » data v O Search data el
~
T5plus-Security G Name Date modified Type Size
archives data

10/21/2019 452 PM  Data Base File 100 KB
data D ransomware-internal-whitelist.json.old } OLD File TKE
drivers
langs
logs

2 items = =1
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Advanced - Product Settings

The Product tab allows you to add a PIN code to the Administration Tool:

W TSplus Advanced Security

42 ADVANCED - Ultimate Protection

& Homeano
() Backup /Restore

x BRUTEFORCE

|
) 1P ADDRESSES Homeland Pin Code

gﬁmtelon:e Contribute ta improve product by sending anonymous data

Firewall i
[ eeranssions Sl Computer Nickname
orking Fours Data Retention Policy

O Endpoints

(© woRkiNG HouRs 1 Logs

5
/4 SECURE DESKTOPS
L[] EenppoinTs

E' RANSOMWARE

3 sermnes

Users
Programs

Advanced

(@57 LICENSE

Value

Yes
WIN-A1LODCNOESE
258200

TSplus Advanced Security - Edit Setting
Pin Code

Description:

not empty.

Taplus Advanced Security will ask for a password if this value is

Value:

1234

Save Cancel

Click on Save. The PIN code will be required the next time you will start the Administration tool.

Y ou can also contribute to improve the product, by sending anonymous data (enabled by default):
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TSplus Advanced Security - Edit Setting

Contribute to improve product by sending anonymous data

Description:

Allow Tsplus Advanced Security to send anonymaous usage

statistics and exception reports to support further improvments
and features.

Value:
Yes

Save

Cancel

The following data will be collected in case of a Ransomware attack

o TSplus Advanced Security Version.
e Windows Version.

o Suspected filespaths that lead to the ransomware attack.

Modifying the Computer nicknameisalso possible:

TSplus Advanced Security - Edit Setting

Computer Nickname

Description:

The computer nickname defines a more relevant and friendly

name for your computer. Email alerts employ the computer
nickname in their subjects.

Value:
ADMIN-PC

Save

Cancel

The Data Retention Palicy defines the period of time after which TSplus Advanced Security events are removed from
the database. A backup is performed before each database cleanup. This policy is defined in minutes.
Default data retention policy is 259 200 minutes, i.e. 6 months.
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TSplus Advanced Security - Edit Setting

Data Retention Policy

Description:

Data retention policy defines the period of time after which
Taplus Advanced Security events are removed from the database.
A backup is performed before each database cleanup. This policy

is defined in minutes, Default data retention policy is 259 200
minutes, i.e. & months.

Value:

Cancel

Save |
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Advanced - Homeland Settings

The Homeland tab alows you to add or remove Processes that are watched by the Homeland Protection feature.

W TSplus Advanced Security

& Homeano
x BRUTEFORCE

@ IP ADDRESSES
[ rermissions
(© woRkiNG HouRs
}'; SECURE DESKTOPS
L[] EenppoinTs

E' RANSOMWARE

3 sermnes

Users
Programs

Advanced

(@57 LICENSE

2 ADVANCED - Ultimate Protection

(7)  Backup /Restore

2, Product Name

k) Homeland | Watched Processes
N Bruteforce Watched Ports
 Firewall Use Legaey

(© Working Hours

O Endpoints

@J Logs

Value
HTMLSservice

No

TSplus Advanced Security - Edit Setting

Watched Processed

Description:

Check connections on the following processes (semi-colon

separated)

Value:

HTML Sservice

Save

Cancel

By default, the HTML5 serv

The Watched Ports settings allows you to add ports watched by the Homeland Protection Feature. By defaullt,
Homeland Access Protection listens to default ports used for connecting remotely to a server. These ports include RDP
(3389), Telnet (23) and VNC. Homeland supports the following VNC providers. Tight VNC, UltraVNC, Tiger VNC

iceiswatched.
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and Real VNC, which are not related whatsoever with TSplus.

TSplus Advanced Security - Edit Setting >

Watched Ports

Description:

Check connections on additional ports (semi-colon separated).
Watched ports always included by default are rdp, telnet and
vnc ports.

Value:

Save Cancel

The Homeland Detection M echanism setting defines how Homeland detects inbound connections from unauthorized

countries, using one of the three differents detection mechanisms: - Windows API - Event Tracing for Windows - Built-
In Firewall

On the one hand, Event Tracing for Windows is an efficient kernel-level tracing facility that capture network eventsin
real time. Event Tracing for Windows is recommended with Windows Firewall enabled (default).

On the other hand, Windows API works great given any specific network configuration but may add a constant pressure
on CPU depending on the amount of active connections. Please note that Windows API is not compatible with |Pv6 yet.

Built-In Firewall enables user-mode capturing and dropping of network packets sent to the Windows network stack.
When the Built-In Firewall is configured to block unwanted connections, it is recommended to use it to enforce
Homeland's allowed countries.
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2, Product MName Value

@ Homeland Homeland Detection Mechanism Event Tracing for Windows

N Bruteforce Watched Processes HTMLSservice

& Firewall Watched Ports Teplus Ad 45 it - Edit Setti %
Working Hours plus Advanced Security - Edit Setting

L1Endpoints Homeland Detection Mechanism

ﬁ Ransomware Protection

7t Logs Description:

Select how Homeland detects inbound connections from
unauthorized countries: Windows AP, Event Tracing for
Windows or Built-In Firewall,

On the one hand, Event Tracing for Windows is an efficient

kernel-level tracing facility that capture network events in real

time. Event Tracing for Windows is recommended with Windows
Firewall enabled (default). |

On the other hand, Windows APl works great given any specific

e =T
Value:
Event Tracing for Windows e

Cancel

© TSplus - www.tsplus.net 64



T% ADVANCEDSECURITY TSplus Advanced Security - Documentation

Advanced - Bruteforce Settings

The Bruteforcetab allows you to ignore Local and Private P Addresses if you wish to, by changing the default value
from "No" to"Yes".

W TSplus Advanced Security - *
~2 ADVANCED - Ultimate Protection
-~
& Homeano
(:) Backup / Restore
x BRUTEFORCE
@ QPmdum Name Value
IP ADDRESSES Homeland
Ignore Local and Private |P Addresses No
b Bruteforce |
@ Firewall
[ rermissions  Working Hours
O Endpoints
(© woRkiNG HouRs 5 Logs
+7+ SEcure DEskTOPS
Vas
L[] EenppoinTs
E' RANSOMWARE
3 sermnes
Users
Programs
Advanced
(@57 LICENSE
v
TSplus Advanced Security - Edit Setting >

Ignore Local and Private IP Addresses

Description:

Taplus Advanced Security will ignore local and private IP
addresses while protecting against brute-force attacks.

Value:

Mo W

Save Cancel
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Advanced - Firewall Settings

The Firewall tab allows you to activate the Windows Firewall or deactivateit in favor of the T Splus Advanced
Security built-in firewall.

Sinceversion 4.4, a built-in firewall isincluded in T Splus Advanced Security.

Asageneral guidance, if Windows Firewall is activated on your server, then you should use it to enforce TSplus
Advanced Security rules (default). If you installed another firewall, then you must activate TSplus Advanced Security
built-in firewall.

W TSplus Advanced Security - 6.6.3.13 - x

ekme Mode
@ Help English

2 ADVANCED - Ultimate Protection

{t HomE
(:) Backup / Restore
& HomELAND

x BRUTEFORCE 2 Produc Hame o
s; Homeland Use Windows Firewall es
N Buteforce Unblock after 0
@ BLOCKED IP ADDRESSES Lo Firewail| Enable Hacker IP addresses automatic synchronization Yes
© Wiorking Hours Contribute to imprave Hacker IP list Yes
&) ransomware (3 pocponts Workers p
(3 Ransomware Protection Batch 299
6% Logs Priority o
[ eermissions Queue Length s
Queue Size 4194304
Queue Time 2000

@ WORKING HOURS Apply Homeland feature asynchronously Yes

+
P SECURE DESKTOPS

[ enproints

0‘ EVENTS
@ SETTINGS

Advanced

Users

Use Windows Firewall

In order to activate the built-in firewall, go to Settings > Advanced > Product > Use Windows Firewall and set the value
to: No

If Yes, then the offending | P addresses will be blocked using Windows Firewall.

TSplus Advanced Security firewall will be used otherwise.
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Use Windows Firewall

Description:

If ¥es, then the offending IP addresses will be blocked using
Windows Firewall. Tsplus Advanced Security firewall will be
used othenwise,

Value:

Mo e

Save Cancel

Unblock after

Change this setting to automatically unblock |P addresses after a certain amount of time (in minutes). Default valueis 0,
disabling this feature.
Vaue 0

Unblock after

Description:

Change this setting to automatically unblock IP addresses after a
certain amount of time (in minutes). Default value is 0, disabling
this feature.

Value:

Save Cancel

Enable Hacker | P addresses automatic synchronization

Keep your machine protected against known threats such as on-line attacks, on-line service abuse, malware, botnets and
other electronic activities with the Hacker | P Protection. Support and Updates Services subscription is required.

Vaue Yes
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T5plus Advanced Security - Edit Setting

Enable Hacker IP addresses automatic synchronization

Description:

Keep your machine protected against known threats such as
on-line attacks, on-line service abuse, malware, botnets and

other cybercrime activities with the Hacker IP Protection. Support
and Updates Services subscription is required,

Value:

Yes

Save

Cancel

Contributeto improve Hacker IP list

Allow TSplus Advanced Security to send anonymous usage statistics to enhance protection against Hacker 1P.
Vaue Yes

Tsplus Advanced Security - Edit Setting
Contribute to improve Hacker IP list

Description:

Allow TSplus Advanced Security to send anonymous usage
statistics to enhance protection against Hacker [P,

Value:
| Yes

Save

Cancel

Workers

Set the number of TSplus Advanced Security built-in firewall worker processing incoming packets (Default is the
number of logical processors).

Value: 4
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T5plus Advanced Security - Edit Setting X

Workers

Description:

Set the number of TSplus Advanced Security built-in firewall

worker processing incoming packets (Default is the number of
logical processors).

Value:

Save

Cancel

Batch

Each TSplus Advanced Security built-in firewall worker can receive up to 255 packets at once using a single operation,
improving performance (Default: 255).

Restart TSplus Advanced security service to apply this setting.

Value: 255

Tsplus Advanced Security - Edit Setting x
Batch
Description:
Each Taplus Advanced Security built-in firewall worker can
receive up to 255 packets at once using a single operation,
improving performance (Default: 255). Restart T5plus Advanced
Security service to apply this setting.

Value:

[255)

Save Cancel
Priority

TSplus Advanced Security built-in firewall handle can be assigned a priority. This setting is relevant only if another third
party firewall isrunning.

Network packets are diverted to higher priority handles (Max value: 30000) before lower priority handles (Min value: -
30000). * Packets injected by a handle are then diverted to the next priority handle, and so on (Default: 0).

Restart TSplus Advanced Security service to apply this setting.
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Vaue: 0

Tsplus Advanced Security - Edit Setting >
Priority

Description:

TSplus Advanced Security built-in firewall handle can be
assigned a priority. This setting is relevant only if another third
party firewall is running. Metwork packets are diverted to higher
priority handles [Max value: 30000) befare lower priority handles
(Min value: -30000). Packets injected by a handle are then
diverted to the next priority handle, and so on [Default: 0.
Restart TSplus Advanced Security service to apply this setting.

Value:

0]

Save Cancel
Queue Length

Sets the maximum length of the packet queue for TSplus Advanced security built-in firewall.
The default value is 4096, the minimum is 32, and the maximum is 16384.
Restart TSplus Advanced Security service to apply this setting.

Value: 4096

Taplus Advanced Security - Edit Setting *
Queuve Length
Description:
Sets the maximum length of the packet queue for TSplus
Advanced Security built-in firewall. The default value is 4096, the
minimum is 32, and the maximum is 16384, Restart T5plus
Advanced Security service to apply this setting.

Value:

| R

Save Cancel
Queue Size

Sets the maximum number of bytes that can be stored in the packet queue for TSplus Advanced Security built-in
firewall.

Currently the default value is 4194304, the minimum is 65535, and the maximum is 33554432.
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Restart TSplus Advanced Security service to apply this setting.

Value: 4194304

Tsplus Advanced Security - Edit Setting et
Queue Size
Description:
Sets the maximum number of bytes that can be stored in the
packet queue for Tsplus Advanced Security built-in firewall.
Currently the default value is 4194304, the minimum is 65535,
and the maximum is 33554432, Restart TSplus Advanced Security
service to apply this setting.

Value:

4134304

Save Cancel
Queue Time

Sets the minimum time, in milliseconds, a packet can be queued before it is automatically dropped.

Packets cannot be queued indefinitely, and ideally, packets should be processed by the application as soon asis possible.
Note that this sets the minimum time a packet can be queued before it can be dropped.
The actual time may exceed thisvalue.

Currently the default value is 2000, the minimum is 100, and the maximum is 16000.
Restart TSplus Advanced Security service to apply this setting.
Value: 2000

T5plus Advanced Security - Edit Setting >

Queuve Time

Description:

Sets the minimum time, in milliseconds, a packet can be queued
before it is automatically dropped. Packets cannot be queued
indefinitely, and ideally, packets should be processed by the
application as soon as is possible, Note that this sets the
minimum time a packet can be queued before it can be dropped.
The actual time may be exceed this value. Currently the default
value is 2000, the minimum is 100, and the maximum is 16000,
Restart TSplus Advanced Security service to apply this setting.

Value:

o0

Save Cancel
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Apply Homeland featur e asynchronously
Definesif TSplus Advanced Security built-in firewall should check Homeland rules synchronously (no) or

asynchronously (yes, by default), improving performance.
Vaue Yes

Tsplus Advanced Security - Edit Setting x

Apply Homeland feature asynchronoushy

Description:

Drefines if TSplus Advanced Security built-in firewall should
check Homeland rules synchronously (no} or asynchronously
[yes, by default), improving performance.

Value:

:Yes v

Save Cancel
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Advanced - Working Hours Settings

The Working Hourstab allows you to schedule and modify a warning message before the user islogged off.

W TSplus Advanced Security - *

a2 ADVANCED - Ultimate Protection

& Homeano
() Backup /Restore

x BRUTEFORCE
%Pmdum Name Value
@ IP ADDRESSES Homeland Scheduled warning message before logoff 5
X Bruteforce Warning message Warning: you will be logged...
[ permissions q’a” Default timezone [UTC01:00) Brussels, Copen...
8] Working Hours|
O Endpoints
(© woRkiNG HouRs £ Logs

5
/4 SECURE DESKTOPS
L[] EenppoinTs

E' RANSOMWARE

3 sermnes

Users
Programs

Advanced

(@57 LICENSE

Y ou can configure the warning message schedule in number of minutes before the user is automatically disconnected.
By default, it is set to 5 minutes.

TSplus Advanced Security - Edit Setting >

Scheduled warning message before logoff

Description:

Users are warned when working hours are ending, This
parameter allows you to change its schedule in number of
minutes before working hours ending hour.

Value:

Save Cancel
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Modify the Warning message at your convenience, with placeholders named %M INUTESBEFOREL OGOFF%,
%DAY %, %STARTINGHOURSY and %ENDINGHOURS%, which will be respectively replaced by the current
number of minutes before the session closes, the current day, the current day's starting and ending working hours.

TSplus Advanced Security - Edit Setting
Warning message

Description:

Warning message sent to users before session closes due to
warking hours restrictions. Placeholders named
SeMINUTESEEFORELOGOFF, SeDAYSs, SSTARTINGHOURS: and
SEMDINGHOURS%: will be respectively replaced by the current
number of minutes before the session closes, the current day,
the current day's starting and ending working hours,

Value:

hours on %0AY% are from %STARTINGHOURSY to %ENDINGHOURSY

% %)

Save

Cancel

Set the Default server timezone by selecting the corresponding one on the drop-down list:

TSplus Advanced Security - Edit Setting

Default timezone

Description:

Set the default timezone.

Walue:
{UTC+01:00) Brussels, Copenhagen, Madrid, Paris

Save Cancel

© TSplus - www.tsplus.net 74



PLUS

ADVANCEDSE : TSplus Advanced Security - Documentation

Advanced - Endpoints Settings

The Endpointstab allows you to enable connections from the Web Portal for Endpoints Protection users.
Note:

-Endpoint Protection is not compatible with HTML5 connections.

-Endpoint Protection is not compatible with iOS/Android maobile devices as they hide their real hosthames.

-The hostname of the remote machine is defined by the machine itself. The machineislikely to conceal or modify it
according to its configuration.

W TSplus Advanced Security - X

4.2 ADVANCED - Ultimate Protection

& Homeano
(:) Backup / Restore

x BRUTEFORCE
2, Product Mame Value
@ IF ADDRESSES 53 Homeland Allow Connection From Web Portal No
N Bruteforce
@ Frewal

[ permissions (2 Warking Hours
(© WoRKING HoURs 181 Logs

}'; SECURE DESKTOPS

L[] enppoinTs

£ ransomware

83 sermnes

Users
Programs

Advanced

(@57 LICENSE

v

TSplus Advanced Security Endpoint Protection cannot resolve the client name if the connection isinitiated from the
Web portal. Therefore, Endpoint Protection will block any connections from Web Portal by default. Set this setting to
"Yes' to alow connections from the Web portal. Please be aware that this action will diminish your server's security.
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TSplus Advanced Security - Edit Setting
Allow Connection From Web Portal

Description:

Tsplus Advanced Security Endpoint Protection cannot resolve
the client name if the connection is initiated from the Web
portal. Therefore, Endpoint Protection will block any
connections from Web Portal by default. Set this setting to "Yes”

to allow connections from the Web portal, Please note that this
action will diminish your server’'s security.

Value:
Mo

Save

Cancel
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Advanced - Ransomware Settings

The Ransomwar e tab allows you to configure the snapshot properties and define ignored file extensions for the
Ransomware Protection feature.

v
@ Lite Mode
12 ADVANCEDSECURITY - Ultimate Protection
@ Help English -
{ir HoME
(:) Backup / Restore
Q, eventviewer
@ HOMELAND 2, Product Name Value
) Homeland Snapshot Path C:\Program Files (x86]\TSplus...
¥ Brteforce |gnored Extensions
x BRUTEFORCE e F"EW_E' File Snapshots Max Size 1
g“g’vn‘;"‘"‘g Hours File Snapshot Retention 300
points Registry Snapshot Retent 300
|P ADDRESSES : gistry Snapshot Retention
@ ) Ransomware Protection Display Detection Alert Yes
Logs Allowed PowerShel and CMD scripts C:\Users\user\mycustomscrip...

() ransomware
[ Permissions
(O WORKING HOURS
4 SECURE DESKTOPS
L[] enoroints

83 sermNGs

Advanced

Users

Snapshot Path: Define the directory where Ransomware Protection stores file snapshots.
Default value is: C:\Program Files (x86)\T Spl us-Security\snapshots

TSplus Advanced Security - Edit Setting >

Snapshot Path

Description:

Snapshot Path defines the directory where Ransomware
Protection stores file snapshots. The specified directory must
exist, Default value: C:\Program Files [x26)\T5plus-Security
‘snapshots

Save Cancel
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Ignored Extensions: By default, Ransomware Protection ignores well-known extensions of temporary files for
ransomware activity. See thelist here. Y ou can define custome extension names on the value field (semicolon
separated):

TSplus Advanced Security - Edit Setting >

Ignored Extensions

Description:

By default, Ransomware Protection ignores well-known
extensions of temporary files when looking for ransomware
activity. This setting allows you to define custom ignored
extensions. (semicolon separated)

Value:

Save Cancel

File Snapshot M ax Size: File Snapshots Max Size defines the maximum space allowed to retain file snapshots.
The size is expressed in percentage of total available space on the disk where Snapshot Path resides.

TSplus Advanced Security - Edit Setting >

File Snapshots Max Size

Description:

File Snapshots Max Size defines the maximum space allowed to
retain file snapshots. The size is expressed in percentage of total
available space on the disk where Snapshot Path resides.

Value:

Save Cancel

File Snapshot Retention: File Snapshot Retention defines, in seconds, the retention policy of afile snapshot.
Once the retention period has ended, the file snapshot is deleted. By defaut, 300 seconds (i.e. 5 minutes)

© TSplus - www.tsplus.net 78


/advanced-security/ransomware-protection#extensions

TS ADVANCEDSECURITY TSplus Advanced Security - Documentation

PLUS

TSplus Advanced Security - Edit Setting >

File Snapshot Retention

Description:

File Snapshot Retention defines, in seconds, the retention policy
of a file snapshot. Once the retention period has ended, the file
snapshot is deleted. By defaut, 300 seconds (i.e. 5 minutes)

Value:

Save Cancel

Registry Snapshot Retention: Registry Snapshot Retention defines, in seconds, the retention policy of aregistry
snapshot.
Once the retention period has ended, the registry snapshot is deleted. By defaut, 300 seconds (i.e. 5 minutes)

TSplus Advanced Security - Edit Setting >
Registry Snapshot Retention
Description:
Reqgistry Snapshot Retention defines, in seconds, the retention
policy of a registry snapshot. Once the retention period has
ended, the registry snapshot is deleted. By defaut, 300 seconds
{i.e. 5 minutes)
Value:
200
Save Cancel

Allowed Power Shell and CM D scripts. Allowed PowerShell and CMD scripts lists the compl ete file paths of the
PowerShell and CMD scripts alowed to be executed on the machine.
The execution of allowed scripts won't trigger the Ransomware protection (semicolon separated).
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T5plus Advanced Security - Edit Setting =
Allowed PowerShel and CMD scripts

Description:

List here the complete file paths of the Powershell and CMD &
scripts that you would like to execute on this machine
[semicolon separated).

Value:
C:xUsers'usermycustomscript ps1;C: 4\ Users userianotherscript bat

Save Cancel
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Advanced - Logs Settings

The L ogstab allows you to enable or disable service and functionalities logs. Logs exist to find more easily the origin

of the errors encountered on TSplus Advanced Security.

To retrieve the logs, open an Explorer and head here:

C:\Program Files (x86)\RDS-ToolsS\RDS-K night\logs

or

C:\Program Files (x86)\T Splus-Security\logs

Enable or disable TSplus Advanced Security service and application logs, which are respectively the global configuration

W TSplus Advanced Security

& HomEeLanD
x BRUTEFORCE

@ IP ADDRESSES
[ rermissions
@ WORKING HOURS
+7: SECURE DESKTOPS
P

[ enoeoints

@ RANSOMWARE

81 sermnes

Users
Programs

Advanced

(@7 LICENSE

v

2 ADVANCED

(:) Backup / Restore

2, Product

% Homeland

N Bruteforce

e Firewall

() Working Hours
O Endpoints

g Log:|

- Ultimate Protection

Name

Enable TSplus Advanced Security service log
Enable Bruteforce protection service log

Enable Homeland service log

Enable Ransomware protection service lag
Enable Working Hours Restrictions service log
Enable Firewall log

Enable TSplus Advanced Security application log

Value
No
No
No
No
No

No

service that runs in the background and the log for the Application interface.

Y ou can also enable logs corresponding to the respective TSplus Advanced Security features :

Bruteforce Protection
Homeland
Ransomware protection
Working Hours
Firewall

They are disabled by default.

Logs correspond to different components, our support team will tell you what value to put according to the problem

encountered.
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